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ABSTRACT Since Rijndael algorithm was selected as the Advanced Encryption Standard (AES) by
NIST, optimization research for the AES has been actively conducted on various IoT-based processors.
In an 8-bit AVR environment, LIGHT version of Fast AES CTR-mode Encryption (FACE-LIGHT) was
proposed at ICISC’2019 conference. However, in a Wireless Sensor Network environment, where sessions
are frequently changed, FACE-LIGHT seems not efficient in terms of available memory and generating
a pre-computation table. In this article, we present a new column-wise fashion implementation. Unlike
previous best AES implementations, our proposed implementation in an 8-bit AVRmicrocontroller combines
SubBytes, ShiftRows, and MixColums operations and optimizes the operation speed through efficient
register scheduling. Our constant-time implementation uses a significantly less table than FACE-LIGHT in
an 8-bit AVR microcontroller, achieving 2,251, 2,706, and 3,160 clock cycles when encrypting 128-bit data
for each of three security levels. In particular, our 256-bit security level AES implementation is the fastest
AES implementation as far as we know in 8-bit AVR microcontroller. Finally, we apply our implementation
in CounTeR-mode_Deterministic Random Bit Generator (CTR_DRBG), one of the upper algorithms of a
symmetric-key algorithm, to prove the generality of our optimization technology in various operating modes
of AES.

INDEX TERMS AES, software optimization, ATmega, embedded MCUs, wireless sensor networks, sensor
device, counter mode of operation, CTR mode, CTR_DRBG.

I. INTRODUCTION
Due to the development of Internet of Things (IoT) technol-
ogy, Wireless Sensor Network (WSN) is a core technology
used for communication in various sensor nodes in the edge
network [1]. In the WSN environment, various sensor nodes
must encrypt data for confidentiality when communicating
between sensors or communicating with servers.

However, since 8-bit AVR very resource-constrained only
has 32 general-purpose registers of 8-bit size, it is challenging
to optimize cryptographic algorithms with more than 128-bit
internal state. Until now, optimization studies have been con-
ducted on various cryptographic algorithms in an 8-bit AVR
MCUs [2]–[7]. Various cryptographic algorithms, ranging
from symmetric key cryptographic algorithms to public key
cryptographic algorithms, have been optimized and studied,
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suggesting the importance of maximizing the use of registers
and efficiently using instruction sets.

Advanced Encryption Standard (AES) is currently themost
popular encryption algorithm used by Low and High-end
Processors to provide confidentiality. Various AES imple-
mentation methods have been proposed to date in 8-bit AVR
environments [8]–[11]. At the recent ICISC’2019 confer-
ence, FACE-LIGHT, an efficient optimization method for
the AES-CounTeR (CTR) mode, was proposed [11]. The
main idea of FACE-LIGHT is to generate a LookUp table
for duplicate parts during encryption by using the nonce of
Initialization Vector (IV), which is the input data of CTR
mode, to be reused. In the case of FACE-LIGHT, it achieved
2,218 clock cycles in AES implementation of 128-bit security
level, and it is the fastest implementation of the existing in the
8-bit AVR environment.

However, in the case of FACE-LIGHT, there is basically an
additional overhead that occurs when generating a LookUp
table. In WSN environment using an 8-bit AVR sensor node,
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sessions are frequently changed. As the session changes,
FACE-LIGHT needs to generate LookUp tables for all coun-
ters, and the incurred generation cost is about 61,440 clock
cycles; therefore, FACE-LIGHT’s fixed key scenario reduces
the efficiency in terms of speed.

In addition,MixColumns implementation of FACE-LIGHT
and AES implementations proposed so far in an 8-bit AVR
environment occur a non-constant-time issue. Until now,
the presence or absence of carry in the multiplication of
MixColumns is implemented through branch instruction.
Implementation of cryptography should basically be guar-
anteed to be efficient and secure. The 8-bit AVR micro-
controller, unlike the CPU environment or high-performance
embedded device such as ARM-Cortex, does not have cache
memory; therefore, it can be considered secure from timing
attacks. However, In MixColumns operation of 1 Round,
additional information of the master-key may be leaked due
to the existence of difference of clock cycles that change
by a branch instruction. Therefore, constant-time implemen-
tation of MixColumns operation should be guaranteed by
default.

In this article, we propose a new column-wise fash-
ion implementation of AES on 8-bit AVR microcontroller.
Our main strategy is to combine SubBytes, ShiftRows, and
MixColumns operations. This allows a constant-time Mix-
Columns implementation to be achieved. Also, we optimize
the operation speed through efficient register scheduling.
Unlike FACE-LIGHT requiring LookUp tables of 4 KB
which need to be updated when IV value changes,
our software utilizes a constant LookUp table of just
256-byte which is sufficient to be loaded in SRAM of 8-bit
AVR MCUs. In addition, We apply our implementation in
CTR_DRBG, one of the upper algorithms of a symmetric-key
algorithm, to prove the generality of our optimization tech-
nology in various operating modes of AES such as Cipher-
Block-Chaining (CBC), CTR mode.

A. CONTRIBUTIONS
The following list details the main contributions of our work:

• Presenting optimized AES software on 8-bit AVR
microcontroller
We present an efficient AES software on 8-bit AVR
MCUs, with the proposed column-wise operation tech-
nique. The proposed column-wise operation technique
optimizes memory accesses for each state of AES by
decreasing the redundant memory accesses. In addi-
tion, our implementation integrates a series of Sub-
Bytes, ShiftRows, and MixColumns operations into a
single process. Thus, our AES software customized
with assembly codes can encrypt a 128-bit data block
in 2,251 clock cycles (resp. 2,706 and 3,160) with
128-bit (resp. 192-bit and 256-bit) security level. Our
software outperforms all the existing AES softwares
even FACE-LIGHT with respec to overall perfor-
mance, including both LookUp table construction and
encryption. Specifically, our software gives enhanced

performance compared with FACE-LIGHT until
1,850 blocks encryption (resp. 15,000 blocks) for
128-bit (resp. 192-bit) security. Note that our software
always outperforms FACE-LIGHT without including
LookUp table construction time for 256-bit security.
Actually, as far as we know, for AES-256, our software
is the fastest implementation in the world. Furthermore,
our software operates in constant manner, which pro-
vides the security against timing-based side channel
attack.

• Proving the generality of the proposed AES software
through CTR_DRBG in 8-bit AVR MCUs
Using the proposed AES implementation, we present
CTR_DRBG software on 8-bit AVR microcontroller.
Unlike FACE-LIGHT, our optimized implementation
can be applied to Derivation Function; also, our opti-
mized AES-CTR mode can be applied to Update
Function. The proposed implementation can expect
improved performance regardless of the length of the
extracted random bits. With our optimization tech-
nique, our Derivation Function implementation out-
performs Derivation Function using Otte et al.’s
implementations by 3.73%, 5.45%, and 5.64% for
AES-128, AES-192, andAES-256, respectively. In addi-
tion, our Update Function implementation outperforms
Update Function using Otte et al.’s implementations
by 5.71%, 6.64%, and 6.56% for AES-128, AES-192,
and AES-256, respectively. Finally, in AES-128, our
CTR_DRBG implementation, which uses the proposed
CTR optimization technique, shows up to 10.04% per-
formance improvement when extracting one thousand
blocks of the random number, compared to Otte et al’s
CTR_DRBG implementation.

• Optimized AES implementation for a variety of
applications
we present column-wise AES-ECB mode; and, demon-
strate that the proposed implementation is effectively
applicable to CBC and CTR mode of the various func-
tion in CTR_DBRG. In addition, we provide accu-
rate performance figures for AES-128/192/256 and
CTR_DRBG (AES-128/192/256) using the proposed
technique. The proposed column-wise AES implemen-
tation can be used not only in ECB, CBC, and CTRmode
but also in all operation modes, e.g., CFB, OFB, CCM,
and GCM mode. Unlike FACE-LIGHT, which requires
4 KB of memory space, our implementation, which
requires only 512 bytes, is particularly effective on 8-bit
AVRMCUs with limited memory and computing speed.
Also, in CTR_DRBG implementation, we demonstrate
that using the proposed implementation provides perfor-
mance improvement compared to the naive CTR_DRBG
implementation based on Otte et al’s AES implementa-
tion. Furthermore, our proposed AES implementation is
not only applicable to an 8-bit AVR MCUs, but also to
other low-end-processors such as 16-bit MSP430, 32-bit
ARM Cortex, and 32-bit RISC-V.
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TABLE 1. Notations [12].

This paper is organized as follows: Section II-A describes
overview for the target cipher and target platform. Section III
analyzes the existing two efficient AES implementations
(Otte et al.’s implementation and FACE-LIGHT presented in
ICISC’2019) in detail. Section IV propose an efficient AES
implementation technique on AVR MCUs and Section VI
evaluate the performance of our implementation. Finally,
we conclude this paper in Section VII with some future
works.

II. OVERVIEW OF AES BLOCK CIPHER AND 8-BIT AVR
MCUs
A. NOTATIONS
Here, we describe the overview of the AES algorithm and
then explain the features (memory size, instruction sets, and
register sets) of the target 8-bit AVR-MCU. Table 1 shows the
notations of AES block cipher.

B. OVERVIEW OF AES BLOCK CIPHER
In 2001, three types of Rijndael algorithms were selected as
AES standards, with encryption block of 128 bits in size and
encryption keys of 128, 192, and 256 bits in length [12]. Algo-
rithm 1 shows the overall structure of the AES. AddRound-
Key updates the state by XORing the state with a round
key generated by the KeyExpansion. AES is a Substitution
Permutation Network (SPN) structure that consists of 10,
12, and 14 rounds depending on the key length. The last
round does not perform MixColumns due to implementation
efficiency and encryption/decryption-symmetry [14].

SubBytes is a nonlinear substitution operation of AES.
It is an operation that performs affine-transformation after
the inverse operation in the Rijndael field (GF(28)),
and secures stability for differential/linear analysis. For
the efficiency of implementation, it is implemented
in the form of SBOX-Table with byte input/output.
SBOX-Table served this process as a LookUp table and the
size of SBOX-Table is 256 bytes. ShiftRows operation is a

Algorithm 1 Standard AES Encryption Algorithm [12]
Require: byte state[4 ∗ Nb], word rk[Nb ∗ (Nr + 1)]
Ensure: byte state[4 ∗ Nb]
1: KeyExpansion(rk[Nb ∗ (Nr + 1])
2: byte state[4 ∗ Nb]
3: AddRoundKey(state, rk[0,Nb− 1])
4: for rd(round) = 0 to Nr − 1 do
5: SubBytes(state)
6: ShiftRows(state)
7: MixColumns(state)
8: AddRoundKey(state, rk[rd ∗ Nb, (rd + 1) ∗ Nb− 1])
9: end for
10: SubBytes(state)
11: ShiftRows(state)
12: AddRoundKey(state, rk[rd ∗ Nb, (rd + 1) ∗ Nb− 1])
13: return (state)

function to move position by row. Each row of the state is
rotated to the left by 0, 1, 2, 3 from the top. Equation 1 is
the MixColumns process mixing bytes in each columns to
provide high diffusion.

S ′0,c
S ′1,c
S ′2,c
S ′3,c

 =

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02



S0,c
S1,c
S2,c
S3,c

 (1)

In the Equation 1, each byte in a column is updated with
following Equation 2.

S ′0,c = (02 · S0,c)⊕ (03 · S1,c)⊕ S2,c ⊕ S3,c
S ′1,c = S0,c ⊕ (02 · S1,c)⊕ (03 · S2,c)⊕ S3,c
S ′2,c = S0,c ⊕ S1,c ⊕ (02 · S2,c)⊕ (03 · S3,c)

S ′3,c = (03 · S0,c)⊕ S1,c)⊕ S2,c ⊕ (02 · S3,c) (2)
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TABLE 2. AVR assembly instructions [13].

In the above system, (02 · Si,c) can be computed as a
multiplication inGF(28) with an irreducible polynomial x8+
x4+x3+x+1. (03· Si,c) can be executed with amultiplication
inGF(28) and extra addition inGF(28). Since all bytes in the
state need to be updated following Equation 2, MixColumns
causes the most computational load in AES.

C. OVERVIEW OF 8-BIT AVR MCUs
The 8-bit AVR microcontroller is an embedded device made
into a single integrated circuit by adding memory and I/P
to the microprocessor. And this microcontroller is currently
the most used worldwide in the WSNs environment [16],
[17]. The 8-bit AVR microcontroller’s commands comprise
operation codes and an operand. Table 2 shows the operands
and clock cycles of the commands used in this paper [13].
The 8-bit AVR-MCU consists of flash memory, SRAM, and
EEPROM with a Harvard architecture. The AVR-MCU has
32 8-bit general-purpose resisters, which are used for various
purposes, e.g., basic private operations and bit operations.
The Status REGister (SREG) shows the status and result after
Arithmetic Logic Unit (ALU) calculations [5].

D. OVERVIEW OF CTR_DRBG
The secure key is a fundamental prerequisite for operating
secure block cipher algorithms to protect secret information.
To securely generate secret keys, a random bit generator
needs to be utilized [18]. The ideal random bit generator
should satisfy the following three conditions: unpredictabil-
ity, unbiasedness, and inter-bit independence [15]. The ran-
dom bit that satisfies these three conditions is called the true
random bit.

Theoretically, however, the creation of a true random
bit is almost impossible [18]. Therefore, it generates and
uses pseudo-random bit that are difficult to distinguish
from the true random bit. As pseudo-random
bit, Deterministic Random Bit Generators (DRBGs)
are used to securely generate random bit information

FIGURE 1. Overview of CTR_DRBG [15].

including secret keys, Initial Vectors (IV), nonces, and so
on. CTR_DRBG use block cipher algorithm, HASH_DRBG
use hash function, and HMAC_DRBG use HMAC, among
other types of pseudo-random number generators. We note
the cryptographic algorithm (AES) used in CTR_DRBG
and the CTR modes used in Update Function and Extract
Function. Various symmetric key algorithms (AES, LEA,
HIGHT and so on) used in CTR_DRBG, unlike the HASH
functions (SHA-2 Family) used in HASH_DRBG and
HMAC_DRBG, can store the internal state in the general pur-
pose register and reduce memory access efficiently in 8-bit
AVR-MCUs.

Table 3 defines the notations used in this paper. Table 4
defines the constant parameters used in this paper. Figure 1
shows an overview of CTR_DRBG, which has no option
for Reseed Function. To extract a random number, first, ini-
tialize the Internal State by executing the Instantiate Func-
tion; and, it uses the Generate Function to extract random

VOLUME 9, 2021 30499



Y. Kim, S. C. Seo: Efficient Implementation of AES and CTR_DRBG on 8-Bit AVR-Based Sensor Nodes

TABLE 3. Notations for CTR_DRBG [15].

TABLE 4. Constant parameters of CTR_DRBG using AES [15].

numbers. Derivation Function makes use of CBC-MAC in
order to produce an output, which has the length of Seed
Bit, by inputting variable-length S. The Derivation Func-
tion is called in the Instantiate Function. Update Function
updates C and V of Operational Status in Internal State via
CTR mode using input data. Update Function is called by
some functions, such as the Instantiate Function and Generate
Function. Using C as the Key and V as the CTR, the Update
Function performs encryption as much Len_seed with CTR
mode. The Generate Function consists of Extract Function,
and Update Function. The Generate Function generates ran-
dom numbers using Operational Status C and V, and updates
the Operational Status using Update Function. Extract Func-
tion is a function that uses the same CTR mode as Update
Function. Therefore, using Operational Status C as the key
and V as the CTR, Extract Function generates random num-
bers using CTR mode by the length of random numbers
set by the user. If there is no additional random number
generation, then the use of CTR_DRBG is terminated, other-
wise the process for additional random number generation is
returned.

III. ANALYSIS OF EXISTING AES IMPLEMENTATIONS ON
8-BIT AVR MCUs
In this section, we analyze Otte et al’s AES implementation in
AVR-Crypto Library [9], which is widely used, in detail from
a basic operation point of view; and, discuss the limitations of
FACE-LIGHT recently proposed in ICISC’19 [11]. We will

present a new implementation technique that can handle the
discussed weakness in Section IV.

A. ANALYSIS OF OTTE ET AL.’S IMPLEMENTATION
Due to the characteristic of AVRwith 32 general-purpose reg-
isters of 8-bit size, it seems that the internal state of 16 bytes
of AES can be maintained in the general-purpose register and
can be easily implemented. However, in the case of an AVR
environment, there are only two operands of the instruction,
and it is quite complicated to arrange the registers efficiently
and design the operation structure because multiple storage
values must be used when performing complex operations
such as MixColumns.

Algorithm 2 shows the assembly code for theMixColumns
by Otte et al. [9]. It performs MixColumns corresponding
to Equation 1,2 by 4 iterations. In order to perform iteration
efficiently, Otte et al. operate MixColumns using the macro
.irp and .endr in lines 1 and 9. In the case of Line 2-10 of
Algorithm 2, MixColumns performs an operation of the first
row of MixColumns matrix. At this time, the multiplication
operation in GF(28) is performed by LSL instruction. when
carry occurs in multiplication, 0×1B is XORed for operating
reduction. If this process is repeated 4 times,MixColumns for
one column in the internal state of AES can be completed,
and the internal state is finally updated through a 4 times iter-
ation. Since only 3 Temp registers are used for MixColumns
except for 16 registers for internal state storage, Otte et al.’s
implementation is an efficient MixColumns implementation.

However, Otte et al.’s MixColumns implementation using
BRCC instruction is a non constant-time implementation.
There are some differences depending on the operating mode,
but master-key is used continuously in most cryptographic
protocols in the WSN environment. In AddRoundKey of
Round 0, the master-key information remains in the inter-
nal state until the master-key is XORed and spreads in the
1 Round of MixColumns. In addition, the result of Sub-
Bytes and ShiftRows is information that an attacker can
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Algorithm 2 MixColumns of Otte et al. [9]

Require: byte STij, (i, j ∈ 0.3)
Ensure: byte STij, (i, j ∈ 0.3)
1: .irp row, in 0,1,2,3
2: MOV r0, ST\row\()2
3: EOR r0, ST\row\()3
4: MOV T2, r0

5: MOV T0, ST\row\()0
6: EOR ST\row\()0, ST\row\()1
7: EOR r0, ST \row\()0
8: LSL ST\row\()0
9: BRCC 3f

10: EOR ST\row\()0, 1B
11: 3: EOR ST\row\()0, ro
12: EOR ST\row\()0,T0
13: MOV T1, ST\row\()1
14: EOR T1, ST\row\()2
15: LSL T1
16: BRCC 3f

17: EOR T1, 1B
18: 3: EOR T1, r0
19: EOR ST\row\()1,T1
20: LSL T2

21: BRCC 3f
22: EOR T2, 1B
23: 3: EOR T2, r0
24: EOR ST\row\()2,T2
25: EOR T0, ST\row\()3
26: LSL T0
27: BRCC 3f
28: EOR T0, 1B
29: 3: EOR T0, r0
30: EOR ST\row\()3,T0
31: .endr

easily predict; therefore, some information of master-key is
leaked due to the change of clock cycles by carry during
MixColumns. Since master-key information leakage can be
fatal from a side-channel-attack perspective, countermeasure
of non constant-time issue are essential.

In Otte et al’s AES implementation, SubBytes and
ShiftRows are implemented as a combined operation. 8-bit
unit rotate operation of ShitRows can be performed implicitly
by allocating registers directly. In addition, since the AVR
environment is not a high-performance embedded device
such as ARM and the register is 8-bit, it is efficient to
implement it using SBOX-Table rather than the Bit-Slicing
technique. In Otte et al.’s implementation, 256 bytes of
SBOX-Table are stored in Flash memory. When data is
loaded into registers, there is a difference of 1 clock cycle
depending on the space stored. Data stored in Flash memory
costs 3 clock cycles when loaded, vice versa data stored
in SRAM costs 2 clock cycles when loaded. Therefore,
in 8-bit AVR microcontroller other than an ATiny processor,
which is a very constrained device, it may be useful to store
SBOX-Table in SRAM.

B. ANALYSIS OF FACE-LIGHT
In CHES’ 2018, Fast AES CTR mode Encryption (FACE)
was proposed [19]. FACE is an algorithm that increases
the encryption speed by replacing the Repetitive part with
LookUp table using the characteristics of CTR mode. How-
ever, since FACE requires a 5KB lookup table and needs to
be updated at regular intervals, there are many limitations
in applying it to low-end devices such as 8-bit AVR or
16-bit MSP. To solve this issue, FACE-LIGHT was proposed
at ICISC’ 2019 [11]. Unlike FACE, FACE-LIGHT proposed
in the 8-bit AVR environment has the advantage that it gen-
erates a 4KB LookUp table and does not need to update its
table.

Figure 2 shows an overview of FACE-LIGHT. Note
that the input data for encryption in CTR mode is
the IV. FACE-LIGHT uses a CTR mode consists of a
32-bit counter and a 96-bit nonce. The main idea of
FACE-LIGHT is to generate a LookUp table until each 8-bit

of the counter affects each other. Since only S[0] - S[3]
is the part that changes according to the counter in the
0 Round, the value corresponding to S[4] - S[15] can be
pre-computed. SubBytes and ShiftRows in 1 Round can be
pre-computed because only 4 bytes are changed from the
previous encryption block. In the case of the 1Round Mix-
Columns, the value of each counter is spread in the direction
of the column. Here, the counters do not affect each other;
therefore, pre-computation is possible. The area affected by
the 8-bit counter is 4 bytes. In SubBytes and ShiftRows
of 2 Round, the values do not spread, so they can be saved
as a LookUp table. However, in MixColumns of 2 Round,
all value affected by counters is mixed. Therefore, In here,
it is difficult to predict the value. Therefore, in the case of
FACE-LIGHT, all encryption processes up to the 2 Round
MixColumns can be omitted using the LookUp table. Since
8-bit counters of IV have 256 cases and 8-bit counters are 4,
a total of 4KB = 4096 bytes (4*4*256) of LookUp table is
required.

FACE-LIGHT, which omits about 2 rounds of encryption
using a 4KB LookUp table, can be expected to show high per-
formance in communication environments such as TLS/SSL
using CTRmode. However, there are some issues in applying
FACE-LIGHT in the actual WSNs environment. First, there
are limitations in generating the LookUp table due to session
changes. In the case of the FACE-LIGHT proposed in the
fixed key scenario, a new LookUp table should be generated
when the session changes. Algorithm 3 shows the code which
generates the LookUp table. The code of FACE-LIGHT is
open source, but the part about generating the LookUp table
is omitted [20]. Therefore, we estimate the cost of generating
the LookUp table by referring to the FACE-LIGHT paper
and open source code. FACE-LIGHT follows the implemen-
tation of Otte et al., except for some code referencing the
LookUp table. We conservatively measured FACE-LIGHT’s
LookUp table generation cost estimate. In other words, addi-
tional overhead may occur during the actual generation of
a LookUp table. From this, we estimated that it takes about
15,360 clock cycles to generate a LookUp table for an 8-bit
counter. Since FACE-LIGHT uses a total of 32-bit counters,
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FIGURE 2. Overview of FACE-LIGHT [11].

Algorithm 3 Generation of Pre-Computation Table for S[3]
of IV in FACE-LIGHT
Require: byte Counter[4], byte key[4]
Ensure: byte LookUptable[4][256]
1: byte state[4]
2: for i = 0 to 255 do
3: state = Counter
4: MixColumns(state)
5: AddRoundKey(Counter , key)
6: Subbyte(state)
7: LookUptable[4][i] = state
8: Counter = Counter + 1
9: i = i+ 1
10: end for

it can be inferred that approximately 61,440 clock cycles are
required to generate a 4KB LookUp table. This is approxi-
mately equal to the cost of 24AES encryption. In other words,
if the session changes in cryptographic protocol, users have
to generate a newmaster-key; therefore, it is difficult to apply
FACE-LIGHT technique in WSNs environment that session
changes are frequent.

Also, additional issues may arise when generating a 4KB
LookUp table of FACE-LIGHT. In the case of ATmega 328p,
the target device of FACE-LIGHT, SRAM is 2KB, so the
4KB LookUp table must be saved in Flash memory. Since the
8-bit AVR microcontroller cannot store data in Flash mem-
ory during communication and function operation, rebooting

using a boot loader is essential to exchange session keys
with the server and generate the LookUp tables. Therefore,
the FACE-LIGHT is a difficult algorithm to actually apply
in the WSNs environment. In addition, FACE-LIGHT is the
same as Otte et al.’s implementation except for the second
round optimization; therefore, at the 192-bit and 256-bit secu-
rity levels where the number of encryption rounds increases,
the optimization performance is degraded, and there is a non
constant-time issue of Otte et al.’s MixColumns implemen-
tation. Therefore, in the next section, we propose an efficient
AES implementation for the WSNs environment.

IV. PROPOSED AES IMPLEMENTATION ON 8-BIT AVR
MCUs
A. MAIN IDEA
As mentioned in Section III, the existing AES optimiza-
tion implementations had some limitations. In this section,
we introduce a new implementation that fixes the shortcom-
ings of the existing implementation.

Unlike the existing implementation, we propose a
256 bytes MIX-Table to achieve a constant-time implementa-
tion. In the case of the existing implementation methodology
in the 8-bit AVR environment, the fastestMixColumns imple-
mentation was achieved; however, there is a disadvantage that
the use of branch instructions is inevitable such as BRCC
instruction. In our implementation, 02 · Si,c, (i ∈ [0, 3])
of Equation 2 is stored in the form of MIX-Table like
SBOX-Table. MIX-Table is a constant table that has a size
of 256 bytes and does not need to be updated. However,
even if a constant-time implementation is achieved using
MIX-Table, performance may be degraded due to the addi-
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FIGURE 3. Overall structure of the proposed AES CTR software.

tional computational load. For using this technique, we need
to compare the cost of clock cycles incurred when using
a branch instruction and using a MIX-Table. According
to Algorithm 2, for MixColumns of Otte et al., a total
of 16 branch instructions are used. In here, the expected
value is 24 (24 = 16 × 1.5) clock cycles. In the other
case of using MIX-Table, the 8-bit value of the internal state
should move to the Z register and then refer to the memory.
In here, the cost needed to MIX-Table is 48 (48 = 16 ×
(1+2)) clock cycles. From this, using a MIX-Table can seem
inefficient.

Therefore, to solving this problem, we propose a new
implementation technique using column-wise fashion in an
8-bit AVR environment. Otte et al.’s implementation of
MixColumns is a row-wise fashion implementation, and
the internal state of AES is calculated for each row of
MixColumns. However, our implementation operates the
columns of the MixColumns matrix as the starting point.
Through this, the three main operations of AES (SubBytes,
ShiftRows, and MixColumns) can be calculated at once.
In addition, we adjust SBOX and MIX-Table to be placed
in the SRAM. Data stored in flash memory requires 3 clock
cycles to load into registers, but 2 clock cycles to load
data stored in SRAM. Through this, our implementation can
benefit from 1clock cycles per memory access in SubBytes
operation.

Figure 3 shows the overview of the proposed AES encryp-
tion software using CTR mode of operation. Proposed

combined implementation is used repeatedly for the number
of rounds of AES. Therefore, unlike FACE-LIGHT, which
optimized up to the initial 3 Rounds of AES, the proposed
implementation can be applied to all rounds of AES. In addi-
tion, we present an optimized softeware for AES-CTR mode.
Instead of calculating all values according to the counter,
we struct a LookUp table that omits 0 round AddRoundKey
operation, corresponding to a fixed nonce value of Initial
Vector (IV).

B. PROPOSED REGISTER SCHEDULING
Since the size of the general-purpose register of AVR is
8-bit, it is effective to update AES internal state by making
the most of the register. In our column-wise implementa-
tion, since MIX-Table is used differently from the existing
implementation, temporary registers for the variables to be
actually handled are required. Figure 4 represent the register
scheduling used in our software. In the case of Otte et al.’s
implementation, the internal state of AES is arranged and
maintained in order from R0-R15. However, in our soft-
ware, we place some registers of the state in reverse order.
By using this arrangement, we can use MOVW instructions
and reduce some clock cycles. Eight temporary registers are
used to maintain the middle value of the operation. Mi and
Ti (i ∈ [0, 3]) temporary registers store S ′i,c, (i ∈ [0, 3])
of MixColumns operation in Equation 2. The X, Y, and
Z register store the address of key used in AddRoundKey,
MIX-Table, and SBOX-Table, respectively.
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FIGURE 4. Register scheduling for proposed implementation in the target AVR MCUs.

FIGURE 5. Equation for proposed implementation which combine SubBytes, ShiftRows, and MixColumns into a single process.

FIGURE 6. Work flow for the proposed equation in Figure 5.
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Algorithm 4 Codes for Figure 5,6 Proposed Combined Subbytes, ShiftRows and MixColumns Operations With Equation 5
When c = 0

Require: byte STij, (i, j ∈ 0.3), in R0-R15
Ensure: byte STij, (i, j ∈ 0.3), in R0-R15

Part A Computation
1: MOV r30, ST00
2: LD M1,Z // M1← S̄0,0
3: MOV M2,M1 //M2← S̄0,0
4: MOV M3,M2
5: MOV r28, ST00
6: LD M0,Y // M0← S̃0,0
7: EOR M3,M0 // M3← S̃0,0 ⊕ S̄0,0

Part B Computation
8: MOV r30, ST11
9: LD T0,Z
10: EOR M0,T0
11: EOR M2,T0 // M2← M2⊕ S̄1,0
12: EOR M3,T0 // M3← M3⊕ S̄1,0
13: MOV r28, ST11
14: LD T0,Y
15: EOR M1,T0 // M1← M1⊕ S̃1,0
16: EOR M0,T0 //M0← M0⊕ S̃1,0 ⊕ S̄1,0

Part C Computation
17: MOV r30, ST22
18: LD T0,Z
19: EOR M0,T0 // M0← M0⊕ S̄2,0
20: EOR M1,T0
21: EOR M3,T0 // M3← M3⊕ S̄2,0
22: MOV r28, ST22
23: LD T0,Y
24: EOR M2,T0 // M2← M2⊕ S̃2,0
25: EOR M1,T0 // M1← M1⊕ S̃2,0 ⊕ S̄2,0

Part D Computation
26: MOV r30, ST33
27: LD T0,Z
28: EOR M0,T0 // M0← M0⊕ S̄3,0
29: EOR M1,T0 // M1← M1⊕ S̄3,0
30: EOR M2,T0
31: MOV r28, ST33
32: LD T0,Y
33: EOR M3,T0 // M3← M3⊕ S̃3,0
34: EOR M2,T0 // M2← M2⊕ S̃3,0 ⊕ S̄3,0

C. PROPOSED IMPLEMENTATION ON 8-BIT AVR MCUs
Our column-wise implementation updates [S ′0,c, S

′

1,c, S
′

2,c,
S ′3,c] simultaneously over 4 processes. In the case of the exist-
ing MixColumns implementation, as shown in Otte et al.’s
MixColumns based on Equation 2, S ′1,c is calculated after
the S ′0,c calculation is completed. On the other hand,
in column-wise implementation, The value of [S ′0,c, S

′

1,c,
S ′2,c, S

′

3,c] is updated simultaneously. Figure 5 shows the
detailed Equation of our constant-time software. The pro-
posed Implementation updates the four S ′i,c(i ∈ [1, 3]) by
four stages: A, B, C , and D. The advantage of the proposed
software is that SubBytes, ShiftRows, and MixColumns can
be combined into one process, using MIX-Table mentioned
in section IV-A. Using SBOX and MIX-Table in step A of
Figure 5, we calculate S̄0,c and S̃0,c; Here, S̄0,c is the value
where SubBytes is completed, and S̃0,c is the value where
02 · S0,c calculation of MixColumns is completed. After that,
the process for Part A is completed through XOR-operation.
In the case of ShiftRows, since the general-register size is
8-bit in AVR environments, it can be executed implicitly with
no additional overhead. If this process is repeated 4 times,
performing A→ B→ C → D parts,the calculation for [S ′0,c,
S ′1,c, S

′

2,c, S
′

3,c] is completed. Figure 6 shows the workflow for
implementing the proposal. When the calculation for [S ′0,1,
S ′1,1, S

′

2,1, S
′

3,1] is completed, the value except M0 is kept
without updating to the state. After that, the calculation for
[S ′0,2, S

′

1,2, S
′

2,2, S
′

3,2] uses T0,T1,T2, and T3 registers. The
reason TempRegister is actively used is because of ShiftRows
operation. If the calculated value from M1,M2, and M3
is immediately updated to the state, it affects [S ′0,2, S

′

1,2,

S ′2,2, S
′

3,2]. Therefore, the state is continuously updated while
using Mi and Ti i ∈ [0, 3] registers alternately. Since using
temp-register has no additional overhead, our constant-time
implementation is highly efficient.
Algorithm 4 is an 8-bit AVR assembly code for the work-

flow in figure 6. The presented Algorithm is the Assem-
bly code that calculates [S ′0,c, S

′

1,c, S
′

2,c, S
′

3,c] when c =
0 in Figure 5. In other words, if Algorithm 4 is repeated
4 times, SubBytes, ShiftRows, and MixColumns for one
round of AES are completed. As mentioned earlier, the temp
register to store each calculated value is used alternately.
Lines 1-7 are the assembly code for part A in Figure 6. Here,
S0,0 is stored in ST00. Via line 1-2, our software references
SBOX-Table value and load the value. To store the value of
Part A in the Mi (i ∈ [0, 3]) register, our implementation
copies the value through Line 3-4 and refers to the MIX-
Table value through Line 5-6. Finally, in line 7, (02 · S0,0) ⊕
(03 · S0,0) is calculated through XOR-operation. Using the
same logic, Part B, C , and D can be calculated; therefore,
if Algorithm 4 repeat 4 times, SubBytes, ShiftRows, and
MixColumns are completed. Since we do not use the branch
statement, our software is a constant-time implementation.
Unlike the existing Otte et al. and FACE-LIGHT’s imple-
mentation, we benefit 16 clock cycles per round because
of SBOX-Table stored in SRAM. FACE-LIGHT can only
be applied in CTR mode; however, our implementation is
applicable to all operation modes such as CBC mode, OFB
mode, and CFB mode. In addition, since it can be applied
compactly to all rounds of AES, the higher the security level,
the higher the optimization efficiency.
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D. CTR OPTIMIZATION
Among several encryption operation modes, CTR mode is
mainly used in security protocols such as TLS/SSL [21].
In particular, in an edge network environment using sen-
sor nodes based on an embedded device, since session
changes are irregular, it is recommended to use CTR
mode which facilitates parallelism of encryption/decryption
and error recovery [1]. FACE-LIGHT suggested an opti-
mization plan for the initial 3 Rounds, as mentioned
in section III, there is a disadvantage of generating a
LookUp table every time a session starts. Since the 4KB
pre-computation table of FACE-LIGHT must be calculated
in advance, it is not free to use in the actual sensor
network.

The proposed column-wise fashion implementation is
applicable to all operation modes. In addition, we present
optimization software for the CTR mode based on the pro-
posed constant-time implementation. The most important
thing when considering practicality and applicability as a
focus is to minimize the extra overhead of applying the
optimization method even if the session changes. FACE and
FACE-LIGHT generate a pre-computation table for all cases
where the counter value changes; however, we focused on
unchanging nonces of IV, not counter values of IV, and
focused on generating the LookUp table during encryption,
not pre-computation. As a result of configuring various sce-
narios, it was confirmed that it is effective when generating
a LookUp table in Round 0. The operation of 0 Round is
only AddRoundKey; therefore, 12 bytes of nonce excluding
counter of IV can be predicted.Most importantly, we can gen-
erate a LookUp Table during the encryption process. There-
fore, AddRoundKey in Round 0 after the first encryption
process is completed, it can be saved and used in the stack
through LD instruction. The cost of generating the LookUp
table is only 24 clock cycles. When using the LookUp
table, our software can omit the operation of loading IV and
master-key in 0 Round.

In summary, the CTR mode based on proposed AES
column-wise software is effective in the WSN environ-
ment where sessions are frequently changed compared to
FACE-LIGHT. In the case of FACE-LIGHT, there is a high
cost of generating a pre-computation table, so in order to
gain the actual performance, FACE-LIGHT needs to proceed
with the encryption process more than 24 times. However,
in our AES-CTR mode implementation, if only 2 encryption
are performed, we can get a greater benefit than the cost of
generating the LookUp table.

V. PROPOSED AES-BASED CTR_DRBG
IMPLEMENTATION ON 8-BIT AVR MCUs
Our proposed implementation of AES-CTR mode is
effectively available for all functions of CTR_DRBG.
As explained in Section II-D, Derivation Function makes
use of CBC-MAC in order to produce an output, which
has the length of Seed Bit, by inputting variable-length S.
Since Derivation function uses CBC mode, FACE-LIGHT

FIGURE 7. Overview of optimized Extract Function.

based on CTR mode cannot be used; however, our proposed
implementation can be effectively applied to the AES-CBC
mode of Derivation Function.

In Derivation Function, encryption is performed according
to the length of Personalization String and Nonce (input
data of Derivation Function). These non-deterministic parts
require at least 112-bit data [15]. In general, in an 8-bit
AVR environment, the size of input data is mainly used as
64 bytes due to resource constraints [4]. In this case, if the
128-bit key is used, the implementation proposed in this paper
can be applied to 14 AES-CBC encryption, and if a key
of 192-bit or higher is used, our implementation can be
applied to 21 AES-CBC encryption.

Update Function performs CTR mode encryption as much
as Len seed. For CTR_DRBG using AES encryption, Len
seed is up to 3. The optimization method of FACE-LIGHT is
to generate a LookUp table for all CTR values; however, it is
difficult to apply the optimizationmethod of FACE-LIGHT to
Update Function in reality, because AES-CTRmode is called
up to 3 times in Update Function and the cost of creating
LookUp table of FACE-LIGHT is 61,440 clock cycle. Unlike
FACE-LIGHT, the proposed AES-CTR mode implementa-
tion has the advantage of not only requiring 24 clock cycles
to generate LookUp table but also being able to generate the
LookUp table during the first AES-CTR mode encryption
process. By using this, it is possible to optimize the CTR
mode encryption process up to 3 times in Update Function.
Update Function is called at least twice in CTR_DRBG,
therefore up to six CTR mode encryption processes can be
optimized.

Extract Function executes CTR mode and extracts random
numbers using C in the Internal State as Key and V as
Counter. After that, Generate Function calls Update Function
to update the Internal State. The Internal State is updated
continuously unless the UnInstance function is called.
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TABLE 5. Comparison of AES implementations on AVR in terms of clock cycles.

TABLE 6. Running time comparison of AES implementations using 128, 192, and 256-bit key (Timings are measured by clock cycles. NB means the
number of blocks).

Figure 7 shows Extract Function optimized in Generate Func-
tion. Optimized CTR mode is FACE-LIGHT or This
work(CTR). For CTR_DRBGwith FACE-LIGHT, a LookUp
table should be generated whenever Extract Function is exe-
cuted. Therefore, if FACE-LIGHT is used in Extract Func-
tion, it is effective to extract random numbers of lengths that
offset the cost of generating a Look-Up table. In the WSNs
environment, especially using 8-bit AVR MCUs, the ses-
sion is short, but it is generated repeatedly. Therefore, it is
recommended to make the extract random number as long
as possible when booting 8-bit AVR MCUs. However, it is
almost impossible in a limited environment. In particular,
FACE-LIGHT also needs memory space to store a 4 KB
Look-Up table. Therefore, there is not enough memory space
to store long random numbers in 8-bit AVR-MCUs. On the
other hand, CTR_DRBG, which uses our optimized imple-
mentation, can optimize Extract Function by additionally

storing only 268 bytes of constant data (MIX-table+LookUp
table) to SRAM without generating Look-Up table which
requires 4 KB. In addition, our implementation can expect
improved performance regardless of the length of the extract
random number.

VI. PERFORMANCE ANALYSIS
A. PERFORMANCE ANALYSIS OF PROPOSED AES
IMPLEMENATATION
In an 8-bit AVR environment, we evaluate our implementa-
tion on an Arduino-Uno equipped with the ATmega 328p,
an experimental instrument from FACE-LIGHT. The imple-
mentation environment is Atmel Studio 7, and the com-
pilation option is -OS. Table 5 shows the clock cycles
for each security level. For ECB mode, our column-wise
software achieves higher performance at all security levels
than Dinu et al. and Otte et al.’s implementation [8], [9].
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TABLE 7. Running time comparison of Derivation Function
implementations on CTR_DRBG according to security level of AES. Input
Data of Derivation Function is 32 bytes.

In AES-CTR mode, our implementation is about 40 clock
cycles performance difference at 128 and 192-bit security
level compared to FACE-LIGHT and at the 256-bit security
level, our implementation is about 50 clock cycles faster
than FACE-LIGHT. We construct a scenario based on actual
communication in a WSN environment to justify the imple-
mentation of the proposal. The session is generated and
FACE-LIGHT and the proposed CTR mode software should
generate a LookUp table. Table 6 is a performance com-
parison including the cost of generating a LookUp table
by security level. First of all, our software outperforms
Otte et al.’s implementation at all security levels and all
encryption blocks. In the case of FACE-LIGHT, a large over-
head is incurred at the beginning due to the cost of gener-
ating the LookUp table. In this case, at the 128-bit security
level, our implementation outperforms FACE-LIGHT by up
to 1,850 blocks. However, since 1,850 encryption variables
cannot be stored realistically in ATmega328p, our implemen-
tation in a WSN environment can outperform FACE-LIGHT
in all cases.

B. PERFORMANCE ANALYSIS OF PROPOSED CTR_DRBG
Table 7 is a performance table of Derivation Function, called
in Instantiate Function, according to the security level of
AES. In this paper, when measuring the ratio of performance
improvement, Input Data of Derivation Function was fixed at
32 bytes (Which is reasonable because on AVR platforms,
the noise data is typically collected from hardware noise
sources, which contain large entropy than software noise
sources). As mentioned in Section II-D, since the operation
mode used in Derivation Function for CBC-MAC is CBC
mode, It is impossible to apply FACE-LIGHT’s LookUp
table technique to Derivation Function. However, our imple-
mentation can be applied to Derivation Function. With the
proposed optimization technique, our Derivation Function
implementations outperform theOtte et al.’s implementations
by 3.73%, 5.45%, and 5.64% for AES-128, AES-192, and
AES-256, respectively.

Table 8 is a performance table of Update Function, called
in Instantiate Function and Generate Function, according to
the security level of AES. As mentioned in Section II-D, it is
almost impossible to apply FACE-LIGHT’s LookUp table
technique to Update Function. However, our implementation
can be applied to the Update Function. With the proposed

TABLE 8. Running time comparison of Update Function implementations
on CTR_DRBG according to security level of AES.

optimization technique, proposed optimized Update Function
implementations outperform theOtte et al.’s implementations
by 5.71%, 6.64%, and 6.56% for AES-128, AES-192, and
AES-256, respectively. In 192 and 256-bit security using
the same Len seeds in Update Function, the performance
improvement of 256-bit implementation is slightly lower than
that of 192-bit. The reason is that our Round 0 optimization
implementation reduces slightly as rounds increase; however,
this is a very minor issue, so it does not affect much on actual
performance.

Table 9 is a performance table of CTR_DRBG according
to the extracted random number blocks. Our implementation
of CTR_DRBG, which uses the proposed AES-CTR (128-
bit) optimization technique, shows up to 10.04% perfor-
mance improvement when extracting one thousand blocks
of the random number. When Extract Function, in Gen-
erate Function, is executed, the values of C (Key) and
V (Counter) for Internal State differ from those for Inter-
nal State when the previous Extract Function was executed.
Therefore, FACE-LIGHT should generate a Look-Up table
when executing the initial CTR mode encryption of Extract
Function. Since the cost of generating a Look-Up table is
high, extracting small lengths of random numbers requires
higher clock cycles than Otte et al.’s implementation. Our
column-wise implementation is optimized without generat-
ing a Look-Up table. Thus, our implementation shows a
high optimization performance. The ratio of performance
improvement of CTR_DRBG decreases slightly as the secu-
rity bit increases; because, as like Update Function, the effect
of Round 0 optimization decreases as the number of rounds
increases.

When using AES-128 in CTR_DRBG, FACE-LIGHT
and our implementation show the same optimization per-
formance when those generate a random number as
much as 1300 blocks. 1300 blocks is a random number
of 20,800 bytes. However, the optimization performance
of FACE-LIGHT is demonstrated in a fixed-key scenario.
Realistically, in an 8-bit AVR-MCUs used as a sensor node
for WSNs, it is impossible to extract 20,800 bytes of ran-
dom numbers at once. Note that 20,800 bytes = 20 KB.
In WSN environment using 8-bit AVR-MCUs, it is advisable
to extract a random number every time a session is created.
Therefore, our optimized implementation not only shows
performance improvement better than FACE-LIGHT in the
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TABLE 9. Running time comparison of CTR_DRBG implementations using 128, 192, 256-bit key (Timings are measured by clock cycles). RB means the
extracted random number of blocks (size of one block is 16 bytes), Input Data of Derivation Function is 32 bytes.

WSN environment that has a short length session but also
in CTR_DRBG. In the same logic, in CTR_DRBG using
AES-192 and AES-256, our work is more effective than
FACE-LIGHT.

VII. CONCLUDING REMARKS
In this paper, we proposed a new column-wise implemen-
tation of AES in an 8-bit AVR environment. We solved
the non-constant time issue of Otte et al and FACE-LIGHT
proposed in the existing AVR environment, and efficiently
arranged registers to compactly combine key operations of
AES. In addition, unlike the existing implementationmethod-
ology, the optimization factor was maximized by utilizing
the available SRAM. The proposed software in ECB mode
achieves up to 10.2% performance improvement over the
previous best implementation at all security levels. Moreover,
our optimized technique can be used for various modes of
operations, e.g., CBC, CTR, CFB, OFB, CCM, and GCM.
We present an optimized CTR_DRBG implementation using
the proposed AES-CTR mode. In CTR_DRBG implemen-
tation, which uses the proposed technique and AES-128,
we achieved a performance improvement of up to 10.04% for
CTR_DRBG over the existing implementation. In addition,
With the development of quantum computing systems in the

future, according to the Groover algorithm, the key length
must be 256-bit, which is twice the current 128-bit, in order
to ensure the safety of the symmetric key cryptosystem [22].
AES-256 proposed in this paper is the fastest among all
AES implementations that exist in an 8-bit AVR environment.
Based on this research, we will not only study our proposed
column-wise fashion implementation in other low-power IoT
devices but also conduct research on various Light-Weight
Cryptography for edge networks.
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