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Abstract.

Most PQC schemes remain too resource-intensive for ultra-constrained 8-bit AVR
wireless sensor nodes. In this work, we present a comprehensive approach to prac-
tical lightweight PQC for such devices, covering scheme design, implementation
optimization, and protocol integration. Our contributions are threefold: (i) We
propose CTRU-Light, a lattice-based KEM specifically tailored for IoT sensor nodes.
It combines small moduli, low-degree polynomials, and NTT-friendly arithmetic for
high efficiency, with ASCON used for lightweight symmetric operations. (ii) We
explore NTT-friendly moduli for the first time to accelerate modular multiplication
on 8-bit AVR platforms and design optimized variants of Montgomery and Bar-
rett multiplication. We show that K-RED2X multiplication exhibits approximate
equivalence to Montgomery multiplication under small NTT-friendly moduli. We
apply these optimizations to the latest implementations of Kyber (ASIACCS 2025)
and Saber (CHES 2025), achieving significant improvements in both speed and code
size. Furthermore, we present a highly optimized AVR assembly implementation
of CTRU-Light that delivers high efficiency and low stack usage. (iii) We design a
Hybrid KEM-MQTT protocol that integrates classical ECDH with post-quantum
KEMs. We present the first implementation of this protocol and provide a detailed
empirical analysis of its performance. Experiments show that CTRU-Light is the only
scheme capable of supporting both pure PQ and hybrid KEM-MQTT on 8-bit WSNs,
achieving lower handshake latency than Kyber-512 and LightSaber.

Keywords: Post-quantum cryptography - Lightweight cryptography - 8-bit AVR -
Modular multiplication - Lightweight protocol

1 Introduction

The emergence of quantum computing poses an existential threat to widely deployed public-
key cryptosystems, including RSA and ECC. To address this, NIST has standardized
several post-quantum cryptographic (PQC) algorithms, such as ML-KEM [NIS24a] and
signature schemes ML-DSA [NIS24b], SLH-DSA [NIS24c], and FN-DSA [NIS24d]. However,
these standardized PQC schemes impose heavy computational, memory, and bandwidth
requirements, posing significant challenges for resource-constrained environments.

In parallel with the PQC standardization effort, NIST has also launched the Lightweight
Cryptography (LWC) project [TTM*23]. NIST LWC standardization targets symmetric
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cryptographic primitives, and considers metrics like code size, speed, and RAM usage on
extremely resource-constrained platforms such as 8-bit AVR. However, PQC introduces
challenges that go far beyond those in symmetric cryptography. As Saarinen highlighted
at the Second NIST PQC Standardization Conference [Saal9], adopting PQC requires
not only the heavy use of symmetric primitives like AES, GCM, SHA, and SHAKE, but
also additional operations such as large polynomial multiplications and matrix—vector
computations. These requirements push constrained devices far beyond their resource
limits.

Wireless Sensor Networks (WSNs) are distributed systems composed of numerous
small, low-power sensor nodes, such as 8-bit AVR microcontrollers (e.g., ATmegad808)
that feature only a few kilobytes of RAM and flash memory. Despite these limitations,
WSNs are extensively used in various domains. It’s also critical to ensure confidentiality
and authenticity in WSNs.

1.1 Motivation
Platform-Level Gap: Understudied yet Widely Deployed 8-bit AVR Nodes. 8-bit AVR

microcontrollers remain indispensable in practice, powering ultra-low-cost sensor nodes
and duty-cycled endpoints in large-scale WSN deployments. Although NIST selected the
ARM Cortex-M4 as the reference embedded platform for post-quantum standardization,
real-world IoT networks continue to depend heavily on AVR-based devices. As emphasized
by Atkins [Der21] at the third PQC standardization conference, “while the PQM/ is focused
on the M processor (as is NIST), we propose an assumption about porting to smaller
devices, and encourage NIST to consider devices smaller than the M/ when evaluating
PQC methods.” Despite this recognition, only limited work has explored AVR, architectures.
Existing studies are largely confined to partial implementation analyses [HKS25] or
simplified simulations [KS25, Der21], offering neither comprehensive nor memory-efficient
realizations. This disconnect between the widespread industrial adoption of 8-bit platforms
and their limited academic coverage highlights an urgent need for systematic investigation
of post-quantum security on AVR-based WSNs.

Scheme-Level Gap: Lightweight KEM Design. Most NIST PQC schemes employ
large moduli and high-dimensional lattices, making their deployment on highly con-
strained devices particularly challenging. Implementations of these schemes often require
aggressive stack management to fit within the limited on-chip memory of embedded
platforms [BBB*24b, BBC 23, HHL 23, BRS22]. Such optimizations, however, usually
come at the expense of execution speed, and in many cases, even highly tuned implemen-
tations still fail to run on severely constrained devices [KS25]. In contrast, lightweight
PQC schemes that are natively designed with memory and stack limitations in mind can
achieve far better efficiency without relying on extreme optimization techniques. This
underscores the importance of developing algorithms that are intrinsically lightweight,
enabling practical post-quantum security in resource-limited IoT environments. Exist-
ing studies on 8-bit AVR platforms primarily focus on adapting standard NIST candi-
dates [HKS25, KS25, CGRR21,CGRR19, CGRR20]. Some lightweight proposals, such as
Rudraksh [KGK™*25], have been evaluated only on hardware accelerators, leaving their
end-to-end feasibility on low-cost 8-bit sensor nodes largely unexplored. Consequently, a
clear design—implementation gap persists between lightweight KEM theory and its practical
realization in real-world IoT and WSN deployments.

Implementation-Level Gap: Modular Multiplication on 8-bit AVR Platforms. Modular
multiplication is inherently one of the most time-consuming operations in lattice-based
cryptography, as it dominates the arithmetic complexity of polynomial and matrix oper-
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ations. This bottleneck becomes even more pronounced on 8-bit AVR microcontrollers,
which lack hardware support for long integer multiplication and are constrained by small
register widths. Previous studies on ARM Cortex M4 [AHKS22,HZZ 22, GKS21,ABC*20]
primarily focus on optimization strategies that leverage specialized hardware instructions.
However, these techniques are not directly applicable to 8-bit AVR devices. Existing
AVR implementations often employ LUT-based multiplication [SLP*18,KS25] or Barrett
reduction [HKS25], both of which incur extra flash consumption due to precomputed tables
or constants, leading to larger code size. Moreover, prior work largely overlooks register
utilization, which is critical for balancing performance, code size, and maintainability.
Techniques that jointly minimize register pressure, flash usage, and cycle counts are still
largely unexplored, suggesting room for further optimization. Addressing this gap requires
modular multiplication techniques specifically designed for the architectural constraints of
8-bit AVRs, paving the way for efficient lattice-based cryptography on 8-bit AVR platforms.

Protocol-Level Gap: Hybrid KEM-MQTT on 8-bit Platforms. Ensuring post-quantum
security in MQTT-based WSNs introduces further challenges. MQTT itself lacks built-in
cryptographic protection, and post-quantum signatures are too heavy for sensor nodes.
Hybrid approaches that combine PQC and classical algorithms (e.g., ECDH) are crucial to
ensure security continuity during the transition to the post-quantum era, as they provide
resistance against both classical and quantum adversaries, though at the cost of increased
bandwidth and memory consumption. Recent studies [EI25, AAK24,KS25] have explored
hybrid TLS 1.3 and KEM-MQTT protocols, yet such efforts remain limited to ARM or
desktop platforms. Notably, [E125] also identifies investigating the applicability of hybrid
KEMTLS in constrained environments such as IoT and 5G networks as future work. The
feasibility of deploying hybrid post-quantum key exchange on 8-bit AVRs therefore remains
unclear.

1.2 Contributions

Building on the above motivation, our contributions are threefold:

¢ Lightweight KEM Design: We present CTRU-Light, a lattice-based post-quantum
KEM for 8-bit AVR sensor nodes. We combine the structural simplicity of the NTRU
problem with parameter choices featuring small moduli, low dimensions, and NTT-
friendliness. CTRU-Light minimizes the complexity of polynomial operations inherent
in lattice-based PQC design and ensures compactness favorable for deployment on
extremely constrained devices. Furthermore, we replace the widely used heavy SHA-3
family with the NIST-standardized LWC ASCON to instantiate the symmetric primitives
in CTRU-Light. Our scheme achieves IND-CCA security and provides a security strength
roughly equivalent to AES-128 (corresponding to security level 1 of Kyber). Compared
to both NIST-standardized PQC KEMSs and existing lightweight proposals, CTRU-Light
offers significantly reduced communication overhead and improved implementation
efficiency.

e« Highly Optimized Implementation and Novel Modular Multiplication: We
present a highly optimized AVR assembly implementation of CTRU-Light. Compared
to the C reference implementation, our design achieves speedups of 2.44x, 1.82x,
and 1.97x in KeyGen, Encaps, and Decaps, respectively. The corresponding stack
usage is only 2,351 bytes, 2,463 bytes, and 3,028 bytes—well within the 6 KB SRAM
available on the ATmega4808 microcontroller. Importantly, CTRU-Light achieves
these results without any stack-saving optimization that sacrifices speed. Overall, the
implementation completes in 5,337 kcycles, outperforming Kyber-512 (18,282 kcycles)
and LightSaber (20,235 kcycles). We present the first systematic use of NTT-friendly
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moduli to accelerate modular multiplication. Building on this property, we optimize
Montgomery multiplication to achieve an efficient balance among speed, flash usage,
and register pressure. For small moduli, we formally demonstrate the approximate
equivalence between K-RED2X and Montgomery multiplication. This validates that
small moduli yield high efficiency on 8-bit AVR and supports their use in lightweight
lattice-based schemes. Using the same approach, we apply our improved modular
multiplication to Kyber implementation in ASTACCS 2025, improving KeyGen, Encaps,
and Decaps by 1-13% with a 72.2% reduction in code size. For Saber, the same
optimization achieves 24-32% performance gains with a 14.7% reduction in code size
relative to the CHES 2025 implementation. The proposed techniques are broadly
applicable to NTT-friendly moduli admitting a 256-th root of unity, improving the
efficiency of lattice-based cryptography on 8-bit AVR platforms.

o System-Level Hybrid Protocol Feasibility and Empirical Analysis: We propose
Hybrid KEM-MQTT, an extension of KEM-MQTT [KS25] that integrates classical
ECDH with post-quantum KEMs. The protocol preserves the certificate-less and
pre-distributed key features of KEM-MQTT, while enabling flexible instantiation with
different KEM algorithms. To demonstrate practicality, we implement both pure and
hybrid variants on 8-bit AVR platforms using CTRU-Light, Kyber-512, and LightSaber,
and replace AES-GCM with the lightweight Ascon-AEAD. Experimental results show
that Hybrid KEM-MQTT introduces only a modest memory overhead, and that
CTRU-Light is the only scheme fully deployable on ATmega4808. On higher-end AVR
devices, CTRU-Light achieves handshake latencies of 0.53 s (pure) and 2.62 s (hybrid),
outperforming Kyber-512 (1.64 s / 3.73 s) and LightSaber (2.00 s / 4.08 s). These results
underscore the importance of lightweight PQC KEM:s for practical hybrid post-quantum
secure communication in resource-constrained WSN environments.

Code. Our code is available at https://github.com/whYBeKim/CTRU-Light-and-PQC-on-AVR.

2 Preliminaries

2.1 Notion

Let n = 2" for some integer k > 0, and let ¢ be a prime, we define R, = Z,[z]/ (z™ + 1).
Throughout this paper, regular font letters denote polynomials in R, or integers in Z, bold
lowercase letters denote column vectors, and bold uppercase letters denote matrices. Any
polynomial f € R, can be expressed as f = Z?:—ll fiz", where f; € Z,.

For any real number z, [2] denotes the least integer greater than or equal to x, and
|z | denotes the greatest integer less than or equal to x. Moreover, |z] = [x + %J, ie.,
rounding x to the nearest integer. For an even (resp. odd) positive integer «, we define
' =r mod®a as the unique integer in (—a/2, /2] (resp. (—(a —1)/2, (a —1)/2]) such
that a|(r —’). For any positive integer a, we define ' = r mod*a as the unique integer
in [0, &) such that a|(r — r’). Finally, when we simply write ' = r mod «, the distinction
between mod* and mod™ is understood to be irrelevant.

For any w € Z, we denote ||wl|q,00 = |w modiq|. For f € Ry, its infinity norm is
defined as || f||, ., = max [ fill 4 0~ For an n-dimension vector w = (wo, -+ ,wn—1) € Z",

a2 = y/lwollZ oo + -+ l1wn—1 2 .

For a finite set S, the notation x <— S denotes sampling = uniformly at random from
S. For a probability distribution D, the notation = <— D denotes sampling x according to
D. Given a positive integer 7, the centered binomial distribution B,, is defined as follows:
a sample x < B, is given by = Y7 (a; — b;), where (a1, ..., a,,b1,...,b,) < {0,1}*7.
The above sampling operations extend naturally to the case of polynomials.

we define its Euclidean norm as |w
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2.2 Cryptographic Primitives

Definition 1 (PKE). A public-key encryption (PKE) scheme is a tuple of three algorithms
(KeyGen,Enc,Dec) along with a message space M. It enables two parties to transmit secret
data through public channels.

~ (pk, sk) <+ KeyGen(1*): Given the security parameter 1*, the key-generation algorithm
KeyGen outputs a public-secret key pair (pk, sk).

— ¢t < Enc(pk, m): Given a public key pk and a message m € M (sometimes alongside a
random coin ), the encryption algorithm Enc produces the ciphertext ct for m.

— m < Dec(sk, ct): Given a secret key sk and a ciphertext ct, the deterministic decryption
algorithm Dec returns a message m € M or a special symbol L denoting failure.

Correctness. Let § be the probability of decryption failure. We say that a PKE is
(1 — d)-correct if E[max,,ca Pr[Dec(sk, Enc(pk,m)) # m]] < 4.

IND-CPA security. We say that a PKE has indistinguishable encryptions under chosen-
plaintext attacks (IND-CPA secure) if for any probabilistic polynomial-time adversary A,
we have Advg&dgcp “(A) negligible. The IND-CPA-advantage of A is defined as

(pk, sk) «+ KeyGen();
ind—cpa L VA (mOa mi, S) — 'A (pk) 5 _ 1
Advpie T (A) = Prb =0 b+ {0,1};ct* «+ Enc(pk,mp); 2|
b« A(pk,ct*,s)

Definition 2 (KEM). A key encapsulation mechanism (KEM) is a set of algorithms that
enables two parties to securely establish a shared secret key on a public channel. A KEM
= (KeyGen,Encaps,Decaps) over key space K consists of three algorithms.

~ (pk, sk) < KeyGen(1*): Given the security parameter 1*, the key-generation algorithm
KeyGen outputs a public-secret key pair (pk, sk).

~ (ct, K) < Encaps(pk): Given a public key pk, the encapsulation algorithm Encaps
returns a shared key K € K as well as the corresponding ciphertext ct.

— m < Decaps(sk,ct): Given a secret key sk and a ciphertext ct, the deterministic
decryption algorithm Decaps outputs a shared key K’ or L for explicit rejection.

Correctness. If Pr[Decaps(sk, ct) # K : (ct, K) + Encaps(pk)] < 0, we say that a KEM
is (1 — d)-correct

IND-CCA security. We say that a KEM has indistinguishability under chosen-ciphertext
attacks (IND-CCA secure) if for any probabilistic polynomial-time adversary A who has
access to a Decaps oracle, we have Adviieh ¢°(A) negligible. The IND-CCA-advantage of
A is defined as

(pk, sk) + KeyGen();
b+ {0,1}; 1
(ct*, Ko) < Encaps(pk); K1 « K | 2|
W ADecarsO) (pk, ot K)

AdviEa (A) i= |Pr |b=1":

where the Decaps oracle is defined as Decaps(-) := Decaps(sk, -), and the adversary A
is not allowed to make queries with input ct*.

2.3 Hardness Assumption

Definition 3 (NTRU Assumption [HPS98]). Let ¥ be a distribution over a polynomial
ring R, and let p € R be invertible. Sample f’, g + ¥ and define f = pf’ + 1, conditioned
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on f € R invertible. Set h = gf~! € R. The decisional NTRU problem is to distinguish h
from a uniformly random element over R. We say that the decisional NTRU problem is
computationally hard if, for every probabilistic polynomial-time (PPT) adversary A, the
advantage

flig Wi f =pf +1; h+ R;
Adv(A) = Pr [b=1: ffleﬂ‘ﬂ:fﬁﬁ —Prjp=1: U«—Adﬁ
b+ A(h

is negligible.

Definition 4 (RLWR Assumption [BPR12]). Let ¢ > p > 2 be integers, and let
U be a distribution over a polynomial ring R. Define R, = R/¢R and R, = R/pR
be the quotient rings. The (decisional) Ring-Learning with Rounding (RLWR) problem
is to distinguish uniform samples (h,c) < R, x R, from samples where h < R, and
c= [%hﬂ mod p,r < V. We say that the decisional RLWR, problem is computationally
hard if, for any probabilistic polynomial-time (PPT) adversary A4, its advantage Adv%’ff{ (A)
is negligible, where

h < Rgir« ¥, h < Ry;
Adv%f‘f{(A) =|Prlb=1: C=|_§h’l"-‘ modp€eRy; | —Pr |V =1: c+ Ry
b+ Alh,c) b A(h)

2.4 Number Theory Transform.

The Number Theoretic Transform (NTT) is a widely used technique for efficient polynomial
multiplication. Specifically, for polynomials f, g € Z,[z], their product can be computed
asc=a-b=INTT(NTT(a) © NTT(b)), where NTT and INTT denote the forward and
inverse NTT, respectively, and “®” denotes point-wise multiplication. The point-wise
multiplication requires only O(n) time. In this way, the overall complexity can be reduced
from O(n?) to O(nlogn). The radix-n FFT-Trick gives the isomorphism:

n—1

Zoa]/ (2" = ¢") 2 [ ] Zale]/ (2™ = '),

=0

where p is an n-th root of unity modulo ¢, and ¢ € Z, is invertible. When m = 1, the
transform is called a complete (or “fully splitting”) NTT; otherwise it is called incomplete.
The most common NTT-friendly rings correspond to the cases (" =1 or (" = —1, which
require n | (¢ — 1) or 2n | (¢ — 1), respectively, in order to admit complete NTTs.

2.5 8-bit AVR Microcontroller

The AVR microcontroller architecture, introduced by Atmel (now Microchip) in 1996
[Man16], remains a representative platform for low-power embedded systems and lightweight
cryptography evaluation. Compared with ARM processors, AVR poses unique software
challenges, featuring an 8-bit datapath, a limited number of registers, and a strict instruction
set. Its architecture includes 32 8-bit general-purpose registers connected to the ALU, three
16-bit pointer registers (X, Y, Z) for indirect addressing, along with a simple instruction
schedule: single-cycle arithmetic and two-cycle memory access. However, fixed register
usage in several instructions (e.g., 1di, mul, adiw) and non-uniform addressing modes
restrict compiler flexibility. In practice, cryptographic implementations on AVR demand
precise register allocation, minimal load/store operations, and instruction-level optimization
to achieve acceptable performance under stringent hardware constraints.
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26 KEM-MQTT

KEM-MQTT is a lightweight protocol for WSNs on 8-bit AVR, proposed by Kim et al.
[KS25]. After demonstrating that even highly optimized PQC-DSA (e.g., Dilithium, Falcon,
and SPHINCS+) remains impractical to implement in full-stream on 8-bit AVR, they
adopted KEMTLS [SSW20] methods as an alternative to PQC-DSA.

The design of KEM-MQTT closely follows that of KEMTLS-PDK [SSW21], a variant
of KEMTLS that uses pre-distributed public keys. Compared to TLS 1.3, KEMTLS-PDK
reduces the amount of data exchanged during the handshake. In the MQTT model, a
publisher periodically sends sensor data to a central broker, which manages message routing
and delivery to subscribers. Likewise, KEM-MQTT achieves explicit authentication of
both the publisher and the broker without incurring additional round trips. While the
TLS-PDK approach allows clients to bypass server certificate validation using cached
information [ST16], it was rarely adopted in the pre-quantum setting due to the relatively
small size of classical certificates.

3 CTRU-Light: A Lightweight PQC KEM

In this section, we describe CTRU-Light, a lightweight NTRU-based KEM designed for
ultra-resource-constrained sensor nodes.

3.1 Design Rationale

In guiding the design of our scheme, we summarize four key features as security, efficiency,
compactness, and simplicity.

Security. Our scheme is expected to achieve approximately 128-bit classical security
strength and over 110-bit quantum security strength, corresponding to security level 1
in the NIST Post-Quantum Cryptography standardization, and is suitable for resource-
constrained devices and lightweight protocols.

Structural Simplicity. Among the various approaches to post-quantum cryptography,
lattice-based cryptography is regarded as the most promising technology due to its well-
established security reductions, simple polynomial operations, and low communication
overhead. For example, at NIST security level 1, the bandwidth of the lattice-based
ML-KEM scheme is only one-fourth that of the code-based HQC scheme.

The two most famous cryptographic hardness assumptions for lattices are {M,R}LWE,
originating from Regev et al. [Reg09,LPR10,LS15], and NTRU, originating from Hoffstein,
Pipher, and Silverman [HPS98]. Among these, NTRU enjoys advantages over Ring-
LWE and Module-LWE schemes primarily in speed and compactness. Encapsulation and
decapsulation in Ring-LWE often involve costly operations such as computing a public
polynomial from a seed, whereas NTRU avoids this overhead. Moreover, NTRU ciphertexts
are more compact in size than Ring-LWE ciphertexts because they comprise a single ring
element rather than two. This compactness is particularly beneficial in cryptographic
primitives that combine encryption with zero-knowledge proofs [LS19]. For these reasons,
we adopt NTRU lattices in our lightweight scheme.

Compactness. In NTRU-based KEMs, the algebraic structure of NTRU allows
relatively small key sizes and ciphertexts. While {M,R}LWE schemes achieve 128-bit
security in a 512-dimensional polynomial ring, NTRU generally demands a larger dimension,
typically ranging from 700 to 800, for equivalent security (e.g., NTRU-HRSS [HRSS17]
uses 701, and NTRU-Prime [BCLvV17] uses 761). The large polynomial degree not only
escalates storage and computational costs but also complicates the selection of suitable
NTT rings for acceleration. To mitigate these issues, we leverage the following techniques
to reduce the scheme’s ring dimension to 512 while maintaining NIST Security Level 1:
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o Small moduli. We achieve a ring dimension reduction from =~ 700 to 512 by selecting a
10-bit modulus g, in contrast to the 13-bit moduli of other NTRU-based schemes. This
smaller ¢ ensures the 125-bit security level while simultaneously lowering bandwidth
and the memory required for polynomial calculations.

e The usage of scalable Eg lattice code. The small moduli increase the decryption failure
rate. To fix this, we use the scalable Eg lattice code by Liang et al. [LFZZ24a]. This
code is based on the extended Hamming code. The error correction guarantees an
ideal decryption failure rate of ~ 27*. (X is the security strength.) Additionally, the
scheme uses only a single ciphertext polynomial. This provides inherent ciphertext
compression. The compression further reduces the overall bandwidth.

o The usage of vector-based coding. We extend the scalable Eg lattice code by inte-
grating a vector-based encoding mechanism inspired by [ZFY23, ADPS16a,PG13].
During key generation, we replace the usual integer constant with the polynomial
p=1—2%. The value %p’l is then used to apply a secondary encoding to the
FEs lattice-coded message. This modification aims to reduce the error contribution
associated with p, compared to the constant term used in standard NTRU.

Efficiency. Consistent with the design philosophy outlined in [BGGT16], which
advocates avoiding large multipliers and complex noise samplers in lightweight cryptography,
our scheme is developed from an implementation-friendly standpoint.

e NTT-friendly scheme. In NTRU-based cryptographic schemes, polynomial multi-
plication and inversion over R, are two major bottlenecks. Due to limitations on
parameter selection, most NTRU-based KEMs are built upon polynomial rings of
the form Z,[x]/(zP — 1), with a power-of-2 modulus and prime degree. However,
such rings are incompatible with the use of the Number Theoretic Transform (NTT)
to accelerate polynomial operations. By reducing the ring dimension to 512, we can
instead employ cyclotomic rings of the form Zg[z]/(z™ + 1), where ¢ is chosen as an
NTT-friendly modulus. This allows efficient use of the NTT, which is particularly
advantageous for speeding up polynomial inversion in NTRU-based schemes.

e The centered binomial secret distribution. We sample both secret polynomials in
CTRU-Light.KeyGen and CTRU-Light.Enc from a centered binomial distribution,
instead of using a ternary distribution as in [HPS98, BCLvV17,ZFY23]. This choice
simplifies implementation.

o Decryption in Ry. In [LFZZ24a] and several other NTRU-based KEMs [FFW*25], the
polynomial multiplication in the decryption procedure is performed over Zom [z]/®(z),
since such a choice leads to a lower decryption failure rate. In contrast, we give a
construction in R,. This design fully exploits the NTT-friendly property to achieve
higher computational efficiency in resource-constrained environments, while reducing
stack usage and code size.

3.2 Our Scheme: CTRU-Light

The IND-CCA secure lightweight KEM, denoted as CTRU-Light, is constructed by applying

FOILD(pk) .. IDHK"21] to an IND-CPA secure PKE scheme, named CTRU-Light.PKE.

Given R, = Z4[z]/(z" + 1) with n = 2* and ¢ an NTT-friendly prime, and ¢ is a
power-of-two modulus such that ¢ < ¢, let M = {0, 1}”/ 4 denote the message space. For
the instantiation with n = 512, we define p = 1 — 2%°%, then we have =14 2%,

2
D
1
The CTRU-Light.PKE scheme is described in Algorithms 1-3. !
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Algorithm 1 CTRU-Light.PKE.KeyGen(1*)

1: Repeat

2 flag < \Ill

3 fi=pf+1

4: Until f~! exists in R,

5. h:=g/f

6: return (pk := h, sk := f)

Algorithm 2 CTRU-Light.PKE.Enc (pk = h, m € M)

1: 7+ Uy
o := hr

c= {22( + (1 + 2259) . PonEncode(m))—‘ mod go

4: return c

Algorithm 3 CTRU-Light.PKE.Dec(sk = f, ¢)

Lme= [ Le]- f mod +q
2: m := PolyDecode(m)

3: return m

Algorithms 4 and 5 present the PolyEncode and PolyDecode procedures, respectively. In
both algorithms, we define ¢ = (0,1,0,1,0,1,0,1) and C = {(x1, z1, 2, T2, X3, T3, T4, T4) €
{0,1}® | " x; = 0 mod 2}. Under these definitions, the notation X - [C'U (C + c)] denotes

a scaled Fg lattice for A = ¢ and a scaled B} lattice for A = %51

Algorithm 4 PolyEncode(m = "1™ m i € M)
: Eg=1%4-[CU(C+c)
:fori=0,...,|m|/4—1do
K; := (Nai, Mait1, Mait2, Maiys) € {0,1}
(’Usi, Vgi+1y- - - ,’Ugi+7) = EncodeES (kz)
end for
vi= Z?‘!g‘*l vt

return v

IR e

Algorithm 5 PolyDecode(v = 1" vz’ € R,)

1 By =1 . [CU(C+c)

2: fori=0,...,|m|/4—1do

3 X; = (U8, V8i41,-- -, Usi47) € RS

4: (m4i, m4i+1,m4i+2,m4i+3) = DecodeEé (Xl) S {O, 1}4
5: end for

6 m =" mat e M

7: return m

In PolyEncode, each message m € M is divided into groups of four elements (quadru-
ples), which are then encoded using Encodeg,. In contrast, PolyDecode partitions the
first half of m € R, into octets, which are then decoded using DecodeE}. For detailed
descriptions of Encodep, and Decodep;, readers can refer to [LFZZ24a].
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Let G : {0,1}* —» K x COZNS and H : {0,1}* — K be hash functions, where
COINS denotes the randomness space of CTRU-Light.PKE and K denotes the shared key
space of CTRU-Light. Let PX denote the public-key space of CTRU-Light.PKE, and let
ID: PK — {0,1}" be a fixed-output-length deterministic function. The IND-CCA-secure
key encapsulation mechanism CTRU-Light is described in Algorithms 6 through 8.

Algorithm 6 CTRU-Light.KeyGen(1%) Algorithm 7 CTRU-Light.Encaps(pk)
1: (pk, sk) + 1: m<+— M
CTRU-Light.PKE.KeyGen(1"*) 2: (K, coin) := G(ID(pk), m)
2: z+ {0,1} 3: ¢ := CTRU-Light.PKE.Enc(pk, m; coin)
3: return (pk’ := pk, sk’ := (sk, z)) 4: return (¢, K)

Algorithm 8 CTRU-Light.Decaps((sk, z), ¢)

m’ := CTRU-Light.PKE.Dec(sk, ¢)

(K’ coin’) := G(ID(pk), m’)

K := H(ID(pk), z, ¢)

if m’ # 1 and ¢ = CTRU-Light.PKE.Enc(pk, m’; coin’) then
return K’

else

return K
end if

3.3 Analysis of Decryption Failure

Theorem 1 (Correctness of CTRU-Light). Let Uy, Uy be two distributions on the
ring R, and Y3, Wy be the following distributions over R.

* U3. Choose uniform-random x <= Rq, and return £z — | 227 mod tgn.

e Wy. Choose uniform-random x <+ Rg,, and return Lz — | L] mod *q.
92 q2 q2

We sample f',g < W, and r,e < Wy. Let p =1 — 22°6 and define f = pf' + 1. For
a message m € M, let \ - s denote the output of PolyEncode(m), where A is the scaling
factor and s € {0,1}2™! is the corresponding binary encoding. For 1 <i < n/16, let err;
denote the i-th octet of gr + (q%el +e2)f + 5, where €1 < V3,69 < Vy. Define

1
1-§="Fr {||erri|q+172 < %, 1<i< n/16} .

Then, the decryption failure probability of CTRU-Light equals §.

Proof. Since p =1 — 2256 we have p~! = %(1 + 2256). Therefore, the computation of
the ciphertext ¢ in CTRU-Light can be expressed as

c= {%2 (o4 (1 +2%%). PonEncode(m))—‘ mod ¢

= {qﬁhr+q—2~g~(1+x256)~s—‘ mod g2
q q 2

1 256
= | L] 4 20+27%)

d
. 5 s mod ga,
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where s € Ry. Based on the hardness of the NTRU assumption, h is pseudorandom in
Ry L%hr] represents an RLWR, sample, while (12(1%”206)5 = %(pils) corresponds to
the encoding of m.

In the decryption procedure, we have m = PonDecodeEé (Lq%d - f mod j[q). From the
expression of ¢, the following result is derived.

1 4 2256
(L] pmod g = [ 2(Zar) + 2EEED g1 fanod g
1 4 2256
= (%(L%hr] + Ms) + &) - f mod Tq
1 4 2256
= (%(%hr +e1+ %s) + &5) - f mod *q

1 +1.256
:(hr+i51+52+7Q( )3
q2 2

1 4 225
=gr+ (qiel +e2)f + %s
2

) - f mod ¥q

(pf’ +1) mod *q

(1 + 2%56)s
2

[

+1
:gr+(qi€1 +62)f+q—(1+z2"6)57 mod *g¢,
2

2

where e1 <+ U3 and €3 + ¥y. In Zy[z]/(z12 + 1), the terms%tts and 43122505 represent

the first and second halves of %1(1 + 22%)s, respectively. Likewise, 5 and @s represent
the first and second halves of (1 4 22°%)s, respectively.
Since only the first half of Lq%c] - f is decoded by PolyDecodey,, we only need to
consider gr + (Leq +e9)f + atls_ 5 Bach octet of 2L s corresponds to a lattice point in
9 q2 2 2 2 p p

the scalable E} lattice with scale factor %1, written as %(kiH mod 2). Let err; denote

the i-th octet of gr + (Le1 +e2)f — 5. From [LFZZ24a], correct recovery of k; requires
lerrillg+1,z < 3. a

3.4 Security Analysis
3.4.1 Provable Security

In this subsection, we establish the IND-CCA security of CTRU-Light in the random
oracle model. NTRU-based PKE schemes, such as NTRU-HRSS [CDH*20] from NIST
PQC Round 3, naturally achieve OW-CPA security based on the hardness of the NTRU
assumption. The same property holds for our CTRU-Light.PKE. Thanks to its construction,
CTRU-Light.PKE also achieves IND-CPA security. The RLWR assumption is optional in
this context, as it is only used to obtain tighter reduction bounds for KEM security proofs
in the quantum random oracle model.

Theorem 2 (IND-CPA security of CTRU-Light.PKE). For any probabilistic
polynomial-time adversary A, there exist probabilistic polynomial-time adversaries B and
C such that
ind—cpa ntru rlwr
Adv TRy ight pre(A) < AdVth,szl (B) + Advyy, (C).

Proof. We finish the proof of Theorem 2 through a sequence of games G;. Let A be the
adversary against the IND-CPA security of CTRU-Light.PKE. Succ; denotes the event
that A wins in the game G;.

Game Gg. This game is the original IND-CPA security experiment. Therefore, we
have AdVETEFdRTJ?f?ght.PKE(A) = |Pr[Succo] —1/2.

Game G;. This game is the same as Gg, except that replacing h = g/f by h + R, in
the key generation. To distinguish G1 from Gy is equivalent to solving an NTRU problem.
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More precisely, there exists an adversary B with the same running time as that of A such
that |Pr[Succy] — Pr[Succ,]| < Adv"Rt:fl,l(B).

Game Gy. This game is the same as Gy, except that G writes the ciphertext as
c=|Lhr]+%s, where s € Ry. Then, G replace | % hr]| by a uniformly random element
in Ry,. Thus, there exists an adversary C with the same running time as that of A such
that |Pr[Succ;] — Pr[Succy]| < Adv%’q‘iﬁ,z ©).

In Game G, for any given my, the information of m; in PolyEncode(m;) is completely
hidden by the uniformly random element from R,. Therefore, the ciphertext c leaks no
information about mp. Then, we have Pr[Succy] = 1/2.

Combining all the probabilities finishes the proof. O

Since CTRU-Light is constructed via the FOfé(pk) ., transformation applied to the under-
lying PKE, its CCA security from OW-CPA- and IND-CPA-secure PKEs is established in
Theorems 3 and 4, respectively, following the results of [DHK ™21, HHK17,JZC*18,JZM19).

Theorem 3 (OW-CPA PKE = IND-CCA KEM). For any (quantum) adversary A
making at most qp decapsulation queries and qu (quantum) random oracle queries against
the IND-CCA security of the KEM, there exists a (quantum) adversary B with roughly the
same running time as A such that:

e In the random oracle model, it holds that

ind—cc - qH
AdVETRTign (A) < ai - AdvETrigne pre (B) + o T (qu +qp)d;

e In the quantum random oracle model, setting qup := qug + qp, it holds that

; 2
ind—cca ow—cpa qH
AdeTRU—Light(A) <2qup \/AdVCTRU?Light.PKE(B) + == + 16¢% p0.

V2r

Theorem 4 (IND-CPA PKE — IND-CCA KEM). For any (quantum) adversary
A making at most qp decapsulation queries and qm (quantum) random oracle queries
against the IND-CCA security of the KEM, there exists a (quantum) adversary B with
roughly the same running time as A, such that:

e In the random oracle model, it holds that

ind—cca ind—cca qH qH
AdVCTdRU—Light(A) <2 (AdVCTdRU—Light.PKE(B) + W|) + o0 (qu +qp)d;

e In the quantum random oracle model, setting qup = qi + qp + 1, it holds that

) ) 202 2
ind—cca ind—cpa q qH
AdeTdRU-Light(A) < 2\/QHDAdVCTRU-fight.PKE(B) + MIj”D + NGT + 163 .

When CTRU-Light.PKE attains IND-CPA security, the CCA reduction is tighter. In
the ROM, the IND-CPA reduction is tight, while the OW-CPA reduction incurs a gy loss.
In the QROM, both reductions have quadratic loss, but the IND-CPA case yields a smaller
factor \/qg + qp + 1 compared to gy + gp for the OW-CPA case.

3.4.2 Concrete Security

For lattice-based cryptosystems based on NTRU and RLWR, the dominant attack is the
primal attack [ACD™18].

Primal Attack. The primal attack aims to solve the unique Shortest Vector Problem
(u-SVP) in an integer embedding lattice.
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e The NTRU problem can be modeled as a u-SVP instance in the NTRU lattice,
generated by the basis matrix

ql, Mn(h) 2nx2n
[0 () ) e gonean,

where M, (h) is the “rotation matrix” of h, whose i-th row corresponds to z‘h mod
(z™ 4+ 1). The secret pair (f,g) is the target short vector in this lattice.

e To construct a u-SVP instance from the RLWR problem, we scale the RLWR
sample | £hr] into ¢ := L[ Lhr] = hr — q%(%zhr - L%hr]) = hr + emod ¢. The
corresponding lattice basis is given by

ql,, —M,(h) V,(t)
0 In 0 c Z(2n+1)><(2n+1)’

0 0 1

where V,,(¢) denotes the vector form of ¢, and the secret (e,r, 1) is the unique short
vector.

Other attacks. The dual attack [MRO8] employs the BKZ algorithm in the dual lattice
to solve the decisional RLWE problem, aiming to partially recover the secret and derive
the full secret vector. However, due to its massive storage requirements, the dual attack is
considered less practical than the primal attack, and is typically excluded from concrete
security estimates in lattice-based cryptographic schemes, e.g., Kyber in NIST PQC Round
3 [ABD"20]. We likewise omit the dual attack for CTRU-Light. Similarly, the overstretched
NTRU attacks [DvW21], which apply when the modulus is much larger than the secret
polynomial coefficients, are also not relevant for CTRU-Light.

Core-SVP Methodology. Following the Core-SVP methodology [ADPS16b], we consider
only the cost of a single invocation of an SVP oracle in the BKZ [CN11] algorithm to
derive a conservative estimation. For a b-dimensional SVP oracle, the best known classic
algorithm takes the complexity of 20-2920+0() ' while the quantum algorithm takes the
complexity of 20-2650+0())1 W evaluate the classical and quantum security of CTRU-Light
using a Python script adapted from [ABD¥20, LFZZ24b], with results shown in Table 1.

3.5 Parameter Set

Table 1 summarizes the recommended parameters of CTRU-Light. The scheme is instanti-
ated over the power-of-two cyclotomic ring R, = Z,4[z]/ (2™ + 1) with n = 512, targeting
NIST security level 1. We set the 10-bit prime modulus g = 769 for efficient NTT-based
operations, fix p = 1 — 2256, and choose message length |m| = 128. The table reports the
shared key size | K|, public key size |pk|, ciphertext size |ct|, and bandwidth |pk| + |ct| (in
bytes). Security is evaluated against primal attacks, where “C” and “Q” denote estimated
classical and quantum security (bits), “B. W.” is the bandwidth of the scheme, and the
last column “§” gives the error probability computed via a Python script (Section 3.3).

Table 1: Recommended Parameters of CTRU-Light.
Name n q g2 (¥1,P2) |K| |sk| |pk]| let]  B.W. (C, Q) )

CTRU-Light 512 769 2%  (By,Bp) 16 864 640 512 1152  (125,114) 27168

We also provide a comparison with existing post-quantum KEMSs. Table 2 presents a
comparison between CTRU-Light and mainstream NTRU-based KEM schemes, the NIST

1Recent advancements in quantum random walks [CL21] demonstrate an improved quantum complexity
of 20-257b+0(b) ' though this approach has not yet been widely integrated into LWE-based security analyses.
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Table 2: Comparisons between CTRU-Light and other KEMs.

Name Assumptions Rings n q k B.W. é
CTRU-Light (this work) NTRU,RLWE Zglz]/(z™ + 1) 512 769 1 1152 27168
MNTRU-I [BJL24] MNTRU Zglx]/(z™ + 1) 256 1409 2 1372 27127
BAT-512 [FKPY22] NTRU,RLWR Zglx]/(z™ + 1) 512 257 1 994 27146
NEV-512 [ZFY23] NTRU,RLWE Zq[ac]/(:c" + 1) 512 769 1 1230 2~138
NEV'-512 [ZFY23] NTRU,RLWE Zglz]/(z™ + 1) 512 769 1 1230 27200
CTRU-512 [LFZZ24a] NTRU,RLWE  Z[z]/(z" —2% —1) 512 3457 1 1408 2143
NTRU-HPS${7, [CDH™T 19] NTRU Zglz]/(z™ — 1) 677 2048 1 1860 27
HRSS-701 [CDH™T 19] NTRU Zy[x]/(z™ — 1) 701 8192 1 2276 27
NTTRU-768 [LS19] NTRU Zglz]/(z™ — 2% —1) 768 7681 1 2496 2—1217
SNTRUP-761 [BBC™T20] NTRU Zylx]/(z™ —z — 1) 761 4591 1 2197 27
ML-KEM-512 [ABD120] MLWE Zglx]/(z™ + 1) 256 3329 2 1568 27139
HQC-128 [MABT20] QCSD - - - - 6746 <2728
Rudraksh-poly64 [KGK™'25] MLWE Zglz]/(z™ + 1) 64 7681 9 1712 2128

standardized KEMs ML-KEM and HQC, as well as the recent lightweight KEM Rudraksh,
under the NIST security level 1 parameter sets.

The results show that, except for BAT, CTRU-Light achieves the smallest bandwidth.
Furthermore, by leveraging NTT-friendly rings, our scheme achieves a highly compact
polynomial arithmetic structure. Compared to module lattice-based schemes, it reduces
public key storage by about 30% and computational overhead by roughly 50%. In contrast
to traditional NTRU schemes defined over NTT-unfriendly rings, it enables efficient
polynomial operations while maintaining performance comparable to recent cyclotomic-
ring-based NTRU variants such as NEV. Although BAT achieves lower bandwidth at
dimension n = 512, its key-generation procedure is several orders of magnitude slower
than those of other NTRU-based KEMs. As a result, it fails to achieve competitive overall
performance in protocols that require ephemeral key generation.

4 Lightweight Implementation on 8-bit AVR

4.1 NTT-based Polynomial Multiplication and Inversion

Benefiting from the introduction of NTT-friendly rings, we utilize incomplete NTT to
compute the polynomial multiplication and inversion in R,.

4.2 Transformation

An important property of ¢ = 769 used in CTRU-Light is that ¢ = 1 (mod 256), which
guarantees the existence of a primitive 256-th root of unity in Z,. For n = 512, we have
¢"/* = —1 (mod q). Consequently, the radix-2 FFT factorization can be applied as

o 1=a = (M= (2 = V) x (@ ).

By iteratively applying seven levels of the radix-2 FFT factorization, the ring R, =
Zg4|z]/(z™ + 1) admits the following CRT isomorphism:

n/4 1

Zglz]/(z™ + 1) H Zglz]/(x* — Y.

4.3 Base Case Multiplication

For the base case multiplication, resulting from the CRT decomposition, we need to compute
128 products of the form ¢ = a-b mod (z? — w),w = ¢¥*! where a,b, ¢ € Zy[z]/(z* — w).
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4.4 Base Case Inversion

The polynomial product ¢ = a - b mod (z* — w) can be formulated as a matrix-vector
multiplication over Z,, using the 4 x 4 rotation matrix A corresponding to a.

Co ag Gaz Caz C(ax bo
ci| a1 ao Caz Caz b1
c2] laz a1 ap Cas bo
c3 a3 a2z a1 ag b3

To compute the inverse of @ modulo (z* —w), we first compute the inverse of the rotation
matrix A. This inverse is obtained by dividing the adjugate matrix by the determinant. If
the determinant is zero, the polynomial is not invertible and the computation is aborted.
Since the inverse matrix corresponds to the rotation matrix of the inverse polynomial,
the coefficients of a~! can be directly read from the first column. Specifically, we have
a~l = |det|"Y(af + ajz + ahz? + a4x?), where each a) denotes the algebraic cofactor
corresponding to a; in A. Here, |det| denotes the determinant of the 4 x 4 rotation matrix
A. Consequently, computing a~! mod (z* — w) requires a single inversion of |det| € Z,
which is efficiently performed using Fermat’s Little Theorem.

4.5 NTT-friendly Modular Multiplication

In lattice-based cryptography, integer multiplications are typically carried out modulo Z,.
In this work, we present a technique leveraging the properties of NTT-friendly moduli to
accelerate modular multiplication, which can be applied efficiently to CTRU-Light, Kyber,
and Saber on 8-bit AVR devices.

4.5.1 Improving Montgomery Multiplication with NTT-friendly Moduli

Montgomery Multiplication. Assume R = 2", and let ¢ be an odd integer such that
0<g< g. Algorithm 9 provides a mathematical description of the signed Montgomery
multiplication as proposed in [Seil8].

Algorithm 9 Signed Montgomery multiplication [Seil8]

Input: 0<q<§odd, —%§a<§, —q<b<q,¢ =q¢' mod R
Output: 7’ = abR™! (mod q), —q <71’ < q

Lt=a-b=t, -R+1 > signed long multiplication
2: m <+ t;¢' mod *R > signed low multiplication, ¢’ precomputed
3ty [ 2] > signed high multiplication
47—t —t

For two m-bit integers a and b, an instruction is referred to as a long multiplication if
it computes the 2m-bit product ab. A high multiplication is defined as an instruction that
produces the upper m bits of ab, while a low multiplication produces the lower m bits. In
Algorithm 9, the signed Montgomery multiplication is implemented by combining a long
multiplication, a high multiplication, and a low multiplication.

Given the modulus g = ¢, - 2% + ¢; with 0 < ¢; < 28, the red and black components in
Algorithm 10 present the 8-bit AVR implementation of the signed Montgomery multiplica-
tion when R = 216 (R = 20 is assumed unless stated otherwise in following discussion).
In this implementation, the high and low multiplications are replaced by a signed-unsigned
long multiplication. This replacement primarily arises from the lack of advanced high/low
multiplication instructions in the 8-bit AVR architecture, such as smulh in NEON or
mullo/mulhi in AVX2. Consequently, implementing 16-bit high/low multiplications using
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only the available 8x8 long multiplication instruction incurs cycles nearly identical to that
of a full long multiplication, particularly in the case of high multiplication.

Algorithm 10 Signed Montgomery and NTT-friendly multiplication on 8-bit AVR
Input: a = (al || a0), zR = (z1 || 20), zero = 0,
hil,hi0,101,100,tmp3,tmp2,tmpl,tmp0,qhi ,@
Output: a-z = (hil || hiO)
1: 1di ghi, qhn > The black is common.

2: 1di  qlo, ¢

3: mulsl16x16_32 al,a0,zl1,z0,zero,hil,hi0,l01,100

4: mulsul6x16_32 lol,100,ghi,qlo,zero,tmp3,tmp2,al,al
5: mulsul6x16_lol6 lol,1l00,ghi

6: 1di  qhi, ¢,

7: 1di  qlo, ¢

8: mulsul6x16_32 al,a0,qhi,qlo,zero,tmp3,tmp2,tmpl,tmp0
9: mulsul6x16_hil6 lol,100,ghi,zero,tmpl,tmp0O

10: sub hil, tmp3

11: sbc  hiO, tmp2

12: sub hil, tmpl

13: sbc  hiO, tmpO

Algorithm 11 mulsul6x16_32: 16 x 16 signed long multiplication on 8-bit AVR

Input: ¢ = (ahillalo), b = (bhi||blo), zero=0, c3,c2,c1,c0

Output: a-b = (c3|c2||c1]/c0)

1: muls ahi, bhi 4: movw <cO, r0 7: add c1, r0 10: mul bhi, alo

2: movw c2, r0 5: mulsu ahi, blo 8: adc c2, ri 11: add c1, r0

3: mul alo, blo 6: sbc c3, zero 9: adc c3, zero 12: adc c2, ri
13: adc c3, zero

Algorithm 12 mulsu16x16_hi16: 16 x 16 NTT-friendly high multiplication on 8-bit AVR
Input: ¢ = (ahiljalo), by, = bhi, zero=0, c1,c0

Output: (a-b), = (c1]/c0)

1: muls bhi, ahi 4: add r0O, ahi 7: 1sl ahi

2: movw c¢0, r0 5: adc c0, ril 8: sbc c0, zero
3: mulsu bhi, alo 6: adc c1, zero 9: sbc cl, zero

Algorithm 13 mulsul6x16_lo16: 16 x 16 NTT-friendly low multiplication on 8-bit AVR
Input: ¢ = (hi || 1lo), by, = bhi,

Output: (a-b); = (hi || lo)

1: mulsu bhi, 1lo

2: add hi, 10

It is observed that the signed—unsigned 16-bit long multiplication in Algorithm 11
requires 17 cycles and is among the most time-consuming operations in the standard
Montgomery multiplication, contributing 34 out of the total 58 cycles. Therefore, the
primary contribution of this work is the introduction of a method that leverages the prop-
erties of NTT-friendly moduli to optimize the high and low multiplications in Montgomery
multiplication. Specifically, our optimized high and low multiplication methods for 8-bit
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AVR are detailed in Algorithms 12 and 13, respectively 2. These algorithms are applicable
to NTT-friendly moduli that support at least a primitive 256-th root of unity, thereby
covering a broad range of practical parameter sets used in lattice-based cryptography.

Theorem 5. For any NTT-friendly modulus q that admits at least a primitive 256-th root
of unity, Algorithms 12 and 18 compute the signed high and low multiplications of a and g
or q', respectively.

Proof. The key insight in the proof of Theorem 5 is that NTT-friendly moduli, as well as
their inverses in Zom, can be expressed in a specific high- and low-bit representation.

The proof begins with the computational steps of standard long multiplication. Consider
two 16-bit integers a and b, which can be expressed in two-word form as a = a,, - VR +
and b = by, - VR + by, where —YE < ;. b, < ¥E and 0 < a;,b; < VR. A 16-bit long
multiplication takes a and b as mput and eornputes their 32-bit product ¢ = a - b.

Figure la illustrates the 16-bit long multiplication. On the 8-bit AVR platform, a
16-bit long multiplication is carried out using four 8 x 8 long multiplications, since the
architecture provides only 8-bit operations. These four 8 x 8 multiplications are performed
as follows, each producing a 16-bit intermediate product represented in two words:

)n - VR 4+ (po)i =
Yo VRA+ (p1)i=a- by
p2)h VR + (p2)i = ap bl
= (p3)n - VR + (ps)1 = an - by.
Specifically, the 32-bit product ¢ = a-b can be expressed in four words as ¢ =
03-R\/R+02~R—I—cl~\/§+co, where —@ <ecz < @ and 0 < ¢o,¢1,c9 < VR. Following
an approach analogous to polynomial multiplication, each word of c is given by

a - b

po)l

po)h + (p1)1 + (p2)s
Jn + (p2)n + (p3)i + ke,
)+

kcl ,C2 9

b1
3

Py

3

where k; denotes the carry correction from the computation of lower words. It can be
observed that the upper two words of ¢ (i.e., the result of 16-bit high multiplication) depend
on all four 8 x 8 multiplications, while the lower two words (i.e., the result of 16-bit low
multiplication) depend on three of them. This explains why implementing high and low
multiplications incurs approximately the same computational cost as long multiplication.

' ' ' ' ' ' ' I
c3 cy a1 o c3 c c1 ' co

H\(HIIIHIIIIIIIHIIIIIIIHIIIIII\\ \IIIIIIIHIIIIIIIHIIIIIII\:\I\\H\Hi

P3)n p3 | |
H\HIIIHIIIIIII\ i L ap by \IIIIIIIHIIIIIII\ ' | > lap by
(p2)n (p2) ! . ! ! p2)n (p2)1 ! !
. \IIIIIIIHIIIIIII\ ‘> by ! T \IIIIIIIHIIIIIII\‘ L a-by
1 I I 1,02 1
CITTTIIT I (TTTTw

\|||||||H|||||||\ ED ap - by
(po)n ' (o)t !
\|||||||H||||||\\D ap-by

ah ! a

(a) 16-bit long multiplication for arbitrary in-  (b) 16-bit long multiplication for NTT-friendly
puts inputs

Figure 1: 16-bit Long Multiplication: General vs. NTT-friendly Inputs

However, if one of the 16-bit factors is constrained to an NTT-friendly modulus ¢ or ¢’
(i.e., the inverse of ¢ in Zg), the computation becomes simpler.

2In the AVR architecture, the result of a multiplication instruction is stored in the register pair r1:ro,
and we maintain this representation in Algorithms 12 and 13.
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Specifically, assuming ¢ is an NTT-friendly modulus that admits at least a primitive
256-th root of unity, it must hold that 256 | (¢ — 1). Then ¢ can be written as

q=Fk-256+1=gq, VR+q,

where ¢, = k, —@ <k< @, and ¢ = 1.
On the other hand, since ¢’ = ¢! mod R, we have

¢ =1-k 256=gq, VR+q,

where ¢;, = —k and ¢; = 1. Therefore, both ¢ and ¢’ can be regarded as special 16-bit
integers b of the form

b=by - VR+b =by, VR+ 1.

In this situation, the four 8 x 8 multiplications in the 16-bit long multiplication ¢ = a-b
reduce to:

Po = ay,
pr= 1) VR + (p1)i = ar - by,
P2 = Qp,

ps = (p3)n - VR + (p3)i = ap - by

Then each word of ¢ is given by

Co = ai,

c1 = (p1)i + an,

c2 = (p1)n + (P3)1 + ke,
C3 = (pS)h + kcl,cza

where k; denotes the carry correction. In this case, the upper words of ¢ depend on two
8 x 8 multiplications, while the lower words depend on only one.

Figure 1b illustrates this computation, which corresponds to the steps in Algorithms 12
and 13, computing the signed high and low multiplications of an integer a and ¢ (or ¢’) in
this special form, respectively.

O

Therefore, Algorithms 12 and 13 can be used to perform the high and low multiplica-
tions involving a factor of ¢ or ¢’ in Algorithm 9, thus replacing the signed—unsigned long
multiplication operations in Algorithm 10. The black and blue components in Algorithm 10
describe the NTT-friendly Montgomery multiplication, an improved Montgomery multi-
plication that incorporates optimized high and low multiplications. Since Algorithms 12
and 13 require only 11 and 3 cycles, respectively, the entire NTT-friendly Montgomery
multiplication can be completed in just 36 cycles, yielding a 38% speedup over the original
Montgomery multiplication.

4.5.2 Approximate Equivalence between K-RED2X and Montgomery Multiplication
under NTT-Friendly Moduli

While the NTT-friendly Montgomery algorithm can be applied to small moduli, the K-
RED2X method proposed in [LN16] offers better efficiency in this setting. We further
show that the two methods are approximately equivalent under NTT-friendly moduli.
Specifically, the outputs of Montgomery reduction and K-RED2X are congruent modulo g,
and the absolute difference between them is bounded by (k — 1)g, where ¢ = k - 28 + 1.
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Algorithm 14 K-RED2X multiplication [LN16]

Input: a,b€Z,qg=k-2"+1
Output: 7’ = k2 - ab (mod q)
1:c=a-b

cop = ¢ mod 2™

c1 =¢/2™ mod 2™

ca = ¢/2?™ mod 2™

' =k2co — key + co

AN

Let a and b be integers, and assume g = k-2 +1 for a small integer £ > 3. Algorithm 14
gives a mathematical specification of the K-RED2X multiplication.

Theorem 6. Under NTT-friendly moduli admitting a 256-th root of unity, the K-
RED2X multiplication can be regarded as a variant of Montgomery multiplication. Suppose

—% <a< % and —q < b < q, the results of K-RED2X multiplication and Montgomery
multiplication satisfy the following relation:

rkrep = K — RED2X,(ab) = abk? mod ¢,
rmonT = Mont, (ab) = abR~! mod g,

TKRED = rMoNT mod g,
|rkreD — rMonT| < (K —1)qg.

Proof. The proof primarily involves carefully unraveling the definition in conjunction with
the properties of NTT-friendly moduli.

Suppose ¢ = co - 22™ +¢; - 2™ +¢cp =a-b,m =8 and R = 2™, we have

rmonT = Mont,(c)

1€ q-(—¢'-cmod R)
=5y emed B,
262+Lq'(_q ~(01.Zm+co) modR)J.

Assuming that ¢ is an NTT-friendly modulus admitting at least a primitive 256-th root
of unity, it follows that 256|(¢ — 1). Consequently, ¢ can be expressed as ¢ = k- 2™ + 1,
which also implies —q~! = k - 2™ — 1. Therefore, the above formula can be written as

q-((k-2m—1)-(c;-2™ + cp) mod R)

LQ' (—q~* - (c1-2™ 4 ¢o) mod R)

co + R J:C2+|_ R J
(kep - 22 4 2™ (ke — — dR
202+Lq ( C1 (];0 01) Co MO )J
- (2™ (keg — — dR
:®+ﬂ( (kco ? ¢o mo U

For the integer 2™ (kco — ¢1) — ¢ € Z, there exist r € Zgzm and e € Z such that

r=2"(kcy — c1) — ¢p mod R,
r+eR=2"(kco —c1) — co.
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Hence, we obtain

q-(2™(keco — ¢1) — co mod R) q-(2™(keg —c1) —co) —q-eR

+ =cg+
ca+ | R J=c+] R ]
k-2m+1)-(2™(kcg — 1) — ¢
ZCQJFL( )(R(o 1) O)J—eq
(1{3200 — ]{/’Cl) . 22m + (kCo — Cl) - 2™M — Co(k’ -2M 4+ 1)
=Co + \_
R
/{32 —k 3 22m _ .om _
:cz—i—L( ¢o — ke1) 7 a coj—eq
= k%co — key + co — eq
= 'KRED — €4
Since |e] = |L%J| <k — 1, Theorem 6 is concluded. O
Algorithm 15 K-RED2X multiplication on 8-bit AVR
Input: a = (al||ah), bk~2 = (bl|bh), z=0, rl,rh,t0,t1,tmp0, tmpl
Output: a-b = (rl|rh)
1: muls16x16_32 al,ah,bl,bh,z,rl,rh,t0,t1 5: mov al, rh 9: sbc rh, ri
2: 1di tmpO, 0x09 6: movw rl, r0 10: add rl, tO
3: 1di tmpl, 0x03 7: mul al, tmpl 11: adc rh, t1
4: mul rl, tmpO 8 sub rl, r0

Given that the results of Montgomery multiplication are bounded in magnitude by
q, the results of K-RED2X multiplication are bounded in magnitude by kg, according
to Theorem 6. In the NTT, each butterfly layer can increase the bound on coefficient
magnitudes by at most kg, and the coefficients must remain strictly less than % in
magnitude throughout the computation. Therefore, a 16-bit modular reduction algorithm
(e.g., Barrett reduction) is required every d-th layer in order to ensure that (dk + 1)g < %.
Consequently, using K-RED2X multiplication in NTT requires more frequent modular
reductions for larger moduli, thereby reducing efficiency. Hence, our design adopts the
K-RED2X multiplication method exclusively in small-modulus scenarios. For the small
modulus ¢ = 769 = 3 x 2% + 1 in CTRU-Light, single word reduction is not required
throughout the 7 butterfly layers, since (dk + 1)g < g holds for k = 3 and d = 7. However,
for the larger modulus ¢ = 3329 = 13 x 2% + 1 in CTRU-Light, single word reduction is
required in each butterfly layer, because (k+1)q > %. This observation highlights that the
small-modulus nature of our algorithm design provides advantages in terms of engineering

practicality and implementation efficiency.

4.5.3 Improving Barrett Multiplication with NTT-friendly Moduli

The properties of NTT-friendly moduli can also be utilized to optimize Barrett multiplica-
tion. Let a € [—%, %) and b € [—%7 %) The Barrett multiplication proposed by Hwang
et al. [HKS25] computes ab mod ¢ as

|7
ab—|:[ ; Oﬂ - q,
1
bR

where [{—ﬂ is precomputed. Since only the lower half of - q is required
0

q
to obtain the final result, our optimized low-half multiplication (Algorithm 13) can be

[+

| —eq
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efficiently applied when using an NTT-friendly modulus gq. With different choices of
the approximate computations, Barrett multiplication can be implemented with varying
upper bounds and computational efficiency. Among these variants, the approximate

version (where =] and is defined as described in [HKS25] ) offers the simplest
0 1

computation and shares the same lazy-reduction sequence as K-RED2X under the modulus
769. Therefore, we take it as an example.

Algorithm 16 illustrates the process of Barrett modular multiplication modulo 769,
optimized using the NTT-friendly method. In the algorithm, muls16x16_lo16* denotes the
unoptimized low multiplication. Steps corresponding to the original Barrett multiplication
are shown in red, while the optimized computations are highlighted in blue. With the
NTT-based optimization, the Barrett multiplication reduces the usage of 3 fixed registers
and saves 6 clock cycles. In fact, our optimization approach can be applied to all variants
of Barrett multiplication, providing the same level of improvement.

Algorithm 16 Barrett Multiplication Optimized for NTT-Friendly Moduli on 8-bit AVR

Input: a = (alllah), b= (bl|bh), [[%R]] = (bpl[bph), z = 0,
0
rl, rh, brtO, brtl, brt2, brt3, c_tmp, cst_q

Output: a-b = (rl|rh)

1: muls16x16_lo16%* al,ah,bl,bh,z,rl,rh > The black is common
2: muls ah, bph 5. add brt0, ri 8: add brt0, ri

3: movw brt0, r0 6: adc  brtil, z 9: adc brti, =z

4: mulsu ah, bpl 7: mulsu bph, al 10: 1di cst_q, 0xOD

11: 1di c_tmp, 0x01 12: muls16x16_lol6* brt0,brtl,c_tmp,cst_q,z,brt2,brt3
13: sub rl, brt2 14: sbc rh, brt3 > The red is based on [HKS25]

11: muls16x16_1016 brt0,brtl,cst_q

12: sub rl, brt0 13: sbc rh, brtl > The blue is our NTT-Friendly

4.5.4 Comparison of Modular Multiplications

Table 3 summarizes the cycle counts, register usage, and memory consumption of var-
ious modular reduction methods on an 8-bit AVR device. For a fair comparison, all
implementations were written in handwritten AVR assembly with redundant operations
removed. Both our NTT-friendly Montgomery and K-RED-based multiplication methods
outperform all previous approaches without incurring additional flash memory overhead.
While our optimized Barrett multiplication achieves the fewest cycles, it requires one
additional precomputed table.

Table 3: Comparisons of 16-bit modular multiplication on 8-bit AVR.

Name Type Register usage Cycles Precomputation
Solinas multiplication [YMOS21] unsigned 14 94 1 zetas
Plantard multiplication [HZZ122] signed 18 74 1 zetas
LookUp-Table multiplication [SLP117] unsigned 11 57 1 zetas + 2 LUT
Montgomery multiplication [Seil8] signed 15 50 1 zetas
Barrett multiplication [HKS25] signed 15 38 2 zetas
Optimized Barrett multiplication (This work) signed 12 26 2 zetas
Signed LUT multiplication® [KS25] signed 9 45 1 zetas + 2 LUT
Signed LUT multiplication? [KS25] signed 9 41 1 zetas + 2 LUT
NTT-Friendly multiplication (This work) signed 12 36 1 zetas
K-RED2X multiplication (This work) signed 11 30 1 zetas

t: placing LUTs in flash memory, : placing LUTs in stack
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Comparison with arithmetic methods. Our method optimizes Montgomery
modular multiplication by leveraging the properties of NTT-friendly moduli, yielding clear
advantages in both cycle counts and memory usage compared to the original Montgomery
multiplication [Seil8] and its variant, the Plantard method [HZZ122] (In fact, the Plantard
multiplication is relevant in environments with 32-bit registers and powerful multiplication
instructions such as smulwb and smlabb). In particular, Barrett multiplication requires a
precomputed table of twiddle factors twice as large as those of other methods. This not
only increases memory pressure on resource-constrained AVR platforms but also doubles
the number of 1dd instructions needed during NTT execution. Moreover, due to limited
SRAM, larger twiddle tables are typically stored in flash memory, where data loading via
1pm takes 3 cycles instead of 2 for SRAM loads, further exacerbating the runtime overhead
of Barrett multiplication. Even though our optimized Barrett multiplication achieves the
shortest execution time, it inevitably inherits the drawbacks of Barrett reduction.

Comparison with Look-Up Table methods. Compared with lookup table-based
methods (i.e., the LookUp-Table multiplication [SLPT17] and the unsigned LUT multi-
plication [KS25]), our approaches achieve markedly lower cycle counts. The K-RED2X
method requires the same number of registers as the LUT method used in Kyber [KS25],
with the exception of the two constant registers that are reused in K-RED2X. In contrast,
the NTT-friendly Montgomery and Barrett multiplication methods each consume three
additional registers. However, register pressure is not a bottleneck in NTT and iNTT, so
the extra registers yield no tangible performance benefits, as analyzed later. In addition,
LUT-based modular multiplication requires maintaining 2 look-up tables whose sizes grow
with the modulus, further exacerbating the memory constraints of AVR devices.

Comparison with Solinas multiplication. In [YMOS21], Solinas multiplication
exploits the linearity of the modulus to reduce the output range. For example, when
q = 3329, since 3329 = 2'2 — 29 — 28 4+ 1, Solinas multiplication reduces the output size
by replacing 2'2 with 2° 4+ 2% — 1. However, this method remains inefficient unless ¢ is
a complete Mersenne prime, as general moduli such as 3329 or 769 require significant
additional computations. Therefore, our NTT-friendly multiplication and K-RED2X
method are more suitable in general settings, offering clear advantages in terms of both
cycle counts and register usage.

Advantage of reduced register usage. In CTRU-Light, the base-case multiplication
is implemented as four-dimensional polynomial products, requiring simultaneous arithmetic
on eight 16-bit integers. Combined with the storage of intermediate results, this imposes
significant pressure on register scheduling. Under classical Montgomery multiplication,
some registers must be temporarily saved and restored via push and pop to accommodate
multiple concurrent computations. In contrast, when modular multiplication requires
fewer dedicated registers (as in the cases of NTT-friendly and K-RED2X multiplication),
additional registers become available for scheduling, thereby reducing register pressure.
The elimination of push/pop instructions further enhances computational efficiency.

In NTT and iNTT, the independence of butterfly operations across layers and branches
enables efficient computation with limited register reuse, making register usage relatively
unconstrained. While this avoids frequent push/pop operations, most register contents
are overwritten during computation. Consequently, immediate constants that must be
repeatedly used (e.g., ¢ and ¢’ in Montgomery multiplication) need to be reloaded via 1di
instructions. By reducing the fixed register requirements of modular multiplication, the
released registers can instead be reserved for permanent storage of such constants, thereby
eliminating repeated 1di loads. In our implementation, this strategy is realized by globally
loading constants once, instead of reloading them within each NTT-friendly or K-RED2X
multiplication method, thereby further enhancing performance.
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4.5.5 Selection of Optimization Strategies

Based on the NTT-friendly multiplication, we optimize not only our CTRU-Light but
also the existing AVR implementations of Kyber and Saber. Since the optimized Barrett
multiplication provides only marginal benefits while doubling the number of precomputed
constants, our implementation focuses on the NTT-friendly Montgomery and K-RED2X
approaches.

o For the modulus 3329 used in Kyber and the moduli involved in the multi-moduli
polynomial multiplication of Saber, we employ the general NTT-friendly Montgomery
modular multiplication. The proposed method is broadly applicable to moduli admitting
a 256-th root of unity.

e For the modulus 769 used in CTRU-Light, we adopt the K-RED2X algorithm. The K-
RED2X multiplication provides performance advantages over NTT-friendly Montgomery
multiplication for small moduli, although such benefits diminish as the modulus size
increases.

4.6 ASCON-based Symmetric Primitives

Similar to other lattice-based PQC KEMs, CTRU-Light employs extendable-output func-
tions (XOFs) for random sampling and hash functions in the FO transformation, both
relying on symmetric primitives. As symmetric components such as AES, GCM, SHA, and
SHAKE have been identified as major performance bottlenecks on embedded platforms,
we adopt the lightweight cryptography standard ASCON in our AVR implementation to
improve efficiency under resource constraints.

The ASCON standard specifies three core algorithms: the ASCON-AEAD authenti-
cated encryption algorithm, the ASCON-Hash algorithm, and the ASCON-XOF algorithm.
Notably, ASCON-XOF includes a variant, ASCON-CXOF, which allows users to specify a
customization string and select the output length of the message hash. In the instantiation
of the symmetric primitives within CTRU-Light, we use ASCON-XOF for pseudorandom
number generation in sampling and ASCON-Hash to instantiate the hash functions H and
G, all providing 128-bit security. Our implementation employs the speed-optimized 8-bit
AVR version of ASCON3,

4.7 Constant-time Implementation

Our C implementation contains no secret-dependent conditional branches, memory accesses
and divisions. Our implementation of the scalable Eg lattice code follows the same constant-
time design principles as in [LFZZ24b]. Following the KyberSlash case [BBB'24a], we
also ensure that message encoding, packing, and related routines are implemented without
using division, so that the execution time does not vary with the input values. However, the
optimized Kyber implementation used in [KS25] does not include the patches introduced by
KyberSlash. We therefore additionally apply these patches and release an updated AVR
version of Kyber. The 8-bit AVR instruction set contains no variable-time instructions
other than conditional branches. Multiplication is supported by an 8-bit multiply-long
instruction that executes in constant time (mul muls mulsu, 2 cycles). Since AVR devices
operate in cacheless environments, they are unaffected by cache-timing attacks; hence,
LUT-based reduction can be safely employed.

3Reference, highly optimized, masked C and ASM implementations of Ascon (NIST SP 800-232),
available at https://github.com/ascon/ascon-c.
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5 Hybrid Lightweight MQTT Protocol for 8-bit AVR

5.1 Hybrid KEM-MQTT

Figure 2 illustrates the design of the Hybrid KEM-MQTT protocol. Similar to the PDK-
based KEM-MQTT model [KS25], the AVR devices in Hybrid KEM-MQTT function
solely as publishers (i.e., clients, typically sensor nodes in IoT environments) and commu-
nicate exclusively with the broker (a gateway that manages subscriptions and message
distribution). Hybrid KEM-MQTT preserves the following key properties:

No certificates: For AVR sensor nodes, the broker’s public key is preloaded into flash
memory before deployment. Likewise, the broker is treated as a semitrusted entity, and
is preconfigured with the public key of each sensor node. Therefore, authentication in
the protocol does not rely on certificates but instead on the reliable identification of each
sensor node’s public key.

Mutual authentication: To prevent sensor node impersonation by malicious attackers,
the Hybrid KEM-MQTT scheme authenticates both the publisher and the broker. Similar
to KEMTLS, it achieves implicit mutual authentication through KEM/ECDH instead of
signatures, and establishes explicit authentication upon receiving the key confirmation
message.

Confidentiality and integrity: To ensure confidentiality and integrity, published data
and handshake messages are encrypted using Authenticated Encryption (AE). Furthermore,
the protocol allows the transmission of associated data (e.g., the publisher ID and the
topic), which are protected using an Authenticated Encryption with Associated Data
(AEAD) algorithm. Although the associated data itself is not encrypted, its integrity is
guaranteed.

The light blue sections in Figure 2 illustrate the combination of classical key exchange
schemes (e.g., ECDH) and post-quantum KEMs to enable hybrid operation. Before the
handshake, both parties possess static post-quantum and classical key pairs, and each
is assumed to know the other’s public keys. When the handshake starts, the protocol
proceeds as follows:

o Ephemeral key exchange: After establishing the connection, the publisher begins to
send the ephemeral public keys, pk, and ¢g*+, in the ClientHello message. Upon
receipt, the server responds with the ServerHello. It includes an encapsulation result
ct, against pk,, as well as the broker’s ephemeral public keys pk, and g**. Then the
publisher produces and transmits an encapsulation result ct, against pk,. At this stage,
both parties have established three independent ephemeral shared secrets: ss,, $Sy,
and sSecdh, -

o Implicitly authenticated key exchange: At the start of the handshake, the publisher
derives shared secrets with the broker’s static public keys. It sends the resulting
ciphertext ct, and its ECDH public key g*» in the ClientHello message. This yields
implicitly authenticated shared secrets ss; and ssecqn,. Conversely, the publisher
performs a similar operation to authenticate the broker and derive an additional shared
secret ss,, associated with its static key pk,.

o Confirmation / explicit authentication: Both parties exchange confirmation messages,
and the explicit authentication is completed once these messages are received.

Throughout the above process, the protocol follows the same key schedule as KEMTLS
[SSW20]. In hybrid mode, the shared secrets established in each step are concatenated
prior to key derivation (a design choice consistent with NIST standards for key derivation
[BCD™18]), ensuring that every shared secret contributes to the generation of the final
traffic keys. In this process, both the publisher and broker must support all algorithms
involved in the selected hybrid mode. In resource-constrained AVR environments, this
requirement can be addressed by instantiating only one classical algorithm and one
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| static (KEM,) pk,,, skp, id, i | static (KEMy) pky, skb\:
, knows pk, | ' knows id, and H(pk),)
| static (ECDHs) ¢°7, zp | \ static (ECDH;) ¢*, xp !
! T ! 1 3 !
, knows g" ' ! knows H(g"?) 1

(pku, sku) < KEM,,.Keygen()

(ssp, ct,) < KEMy.Encaps(pks)

(¢°*, xu) < ECDH;.Keygen()
(SSecan.) < ECDH,.SharedSS(¢" , z,)

Ki < KDF(ssp)
cty,, AEAD g, (idy||pkp|| 977 ||pku]|g®*)

ssp < KEMy.Decaps(cty, sks)

(8Su, ctu) < KEM,.Encaps(pk.)

(ssp, ctp) < KEMy.Encaps(pk;,)

(pkv, skv) + KEM,.Keygen()

(g, xv) < ECDH;.Keygen()
($Secdn, ) < ECDH;.SharedSS(g“*, =)
($Secdn,) < ECDH;.SharedSS(g7, xp)

K1 < KDF(ssb||ssp||sSccans||ssu)
Ct“v {Zf,,), AEADK{ (pk?i ‘ |gTv)

(8Secdn; ) < ECDH;.SharedSS(g**, =)

$8u + KEMy.Decaps(ctu, sku)
ssp < KEM,,.Decaps(ct,, skp)

(88w, cty) + KEM,.Encaps(pk.) .
Cly

55y + KEM,,.Decaps(ct,, sky)

Ko, K5, Ky, K3 < KDF(ssb||85p]||8Sccdns ||85ul|sSv||SSecan,)
AEADk, (key confirmation same as TLS 1.3)

AEAD; (timestamp ¢)

AEADy (key confirmation same as TLS 1.3)

AEAD ey (timestamp ¢ || Topic 7' || data d)

Figure 2: Sketch of Hybrid KEM-MQTT Handshake.

post-quantum algorithm at a time, since the design allows ephemeral key exchange and
authentication to use the same algorithm.

5.2 Security Analysis

As a variant of KEMTLS-PDK, KEM-MQTT inherits essential security properties, in-
cluding forward secrecy, explicit authentication, and key-use guarantees. These properties
can be formally verified using the multistage security proof methodology of KEMTLS-
PDK [SSW21]. Hybrid KEM-MQTT can be regarded as a hybrid mode of KEM-MQTT.
We follow the KEMTLS design for both KEM and ECDH operations. This preserves the
original protocol’s message flow and keeps the existing security analysis intact. From an
intuitive perspective, the key security properties of the Hybrid KEM-MQTT protocol can
be described as follows:

o Forward secrecy: Similar to TLS 1.3 [DFGS21] and KEMTLS [SSW20], Hybrid KEM-
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MQTT enforces the use of ephemeral shared secrets to ensure forward secrecy. In our
protocol, these secrets comprise one classical ECDH key and two post-quantum keys,
encapsulated separately by the publisher and the broker. Compared to KEM-MQTT,
our scheme adds an additional ephemeral post-quantum key from the broker to mitigate
potential attacks by malicious publishers.

o Key indistinguishability: The secrecy of each stage key is guaranteed by its indis-
tinguishability from random, as defined in [BR93]. This property follows from the
underlying security of the post-quantum KEMs and ECDH.

o Authentication: Our scheme adopts a mechanism analogous to the TLS 1.3 PDK
scenario [ST16], leveraging cached information to bypass server certificate verification.
Although this approach has not been widely used in classical settings, it is advantageous
in our work due to the large post-quantum certificate sizes and the resource constraints
of AVR-based devices. Requiring the broker to store all certificates would impose a
significant burden. Therefore, we propose that the broker store only 32-byte hashes
of public keys. Sensor nodes can then be uniquely identified through these public key
hashes, thereby enabling explicit authentication.

6 Experimental Results

6.1 Benchmarking Setup

We benchmark our implementations using Microchip Studio 7.0. For CTRU-Light, we
select the ATmegad808 as the target platform, which provides 6 KB of SRAM and 48
KB of flash memory. The ATmega4808 is widely adopted in wireless sensor networks and
allows precise measurement of cycle counts and memory usage [KS25]. For comparison,
we evaluate Kyber and Saber on the ATmegal284P. While the ATmegal284P integrates
16 KB of SRAM and 128 KB of flash memory, its newer counterpart, the ATmega4808,
provides enhanced peripheral support and a slightly improved memory architecture. This
configuration enables more computationally demanding lattice-based PQC schemes such as
Kyber and Saber. All implementations are compiled with avr-gcc 14.1 under Microchip
Studio using the -03 optimization flag and a 20 MHz clock. For a fair comparison, we
also port the LightSaber implementation from [HKS25] to Microchip Studio to ensure a
consistent benchmarking environment.

6.2 Performance Results of Polynomial Arithmetic

We evaluate the performance of polynomial arithmetic across three schemes: CTRU-Light,
Kyber, and Saber. Among these, Saber employs multi-moduli polynomial multiplication to
accelerate NTT-unfriendly polynomial operations, which are operated over two polynomial
rings. For CTRU-Light, because there is no prior AVR implementation, we also provide a
comparison between the C reference implementation and our optimized AVR implementa-
tion. Furthermore, we integrate various optimized polynomial arithmetic modules into
each scheme and measure the resulting acceleration, demonstrating the impact of these
optimizations on overall scheme performance. Please see Tables 4 and 5 for a summary.

Comparison of Modular Multiplication without Extra Flash Usage. We evaluate the
efficiency of our proposed NTT-friendly Montgomery multiplication and K-RED2X (for
modulus 769) against the classical Montgomery method, focusing on designs that require
no additional flash memory. The results reveal clear advantages of our approaches across
different ring dimensions and modulus sizes. For the ring Zss29[z]/(22°¢ + 1) used in Kyber,
our NTT-friendly multiplication achieves speedups of 13.4%, 41.3%, and 59.6% in the NTT,
iNTT, and base-case multiplication, respectively. For the lightweight modulus 769 adopted
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Table 4: Performance of Polynomial Multiplication under Different Modular Multiplication
in Kyber, Saber, and CTRU-Light (kcycles).

Scheme Ring Implementation NTT iNTT Base Mult Base Inv
Ref. 330.4 426.0 263.6 1593.6
Montgomeryt 131.1 161.5 117.3 621.4
CTRU-Light  Zrgo[z]/ (252 + 1) NTT-friendlyt 115.0  140.8 101.5 518.9
NTT-friendlyt 114.7 140.5 101.6 518.9
K-RED2X7 108.1 127.2 99.7 439.4
Montgomery} [KS25] 67.1 119.3 95.6 -
56 Signed LUTT [KS25 62.2 72.4 43.3 -
Kyber Zsag 2]/ (¢ + 1) 2 l : }
Signed LUTY [KS25] 58.4  67.8 41.2 B
NTT-friendly} (This work) 58.1 70.0 38.6 -
Barrettf [HKS25] 60.0 163.5 353.7 -
Zazag[x]/(2°% +1)  NTT-friendlyt (This work) 58.3 80.0 43.2 -
Saber NTT-friendly} (This work) 58.1 70.0 38.7 -
Barrettt [HKS25] 70.3 188.7 197.5 -
Zrosi[x]/(?%¢ +1)  NTT-friendlyt (This work)  67.7 89.6 21.9 -
NTT-friendly} (This work) 67.2 91.5 24.3 -

1: placing LUTs/zetas in flash memory, {: placing LUTs/zetas in stack

by CTRU-Light, our NTT-friendly design still delivers consistent gains of 12.3%, 12.8%,
13.4%, and 16.5% in NT'T, iNTT, base-case multiplication, and inversion, respectively.
Meanwhile, the K-RED2X method achieves even higher improvements—17.5%, 21.2%,
15.1%, and 29.3%—surpassing the NTT-friendly approach by up to 15.3% under small-
modulus configurations. Overall, these results confirm that carefully structured reduction
strategies can substantially enhance modular multiplication efficiency on AVR devices,
even without relying on precomputed tables or flash-expensive techniques.

Comparison with the state-of-the-art Modular Multiplication with Extra Flash Usage.
State-of-the-art modular multiplication methods, such as Barrett multiplication (used in
Saber) and signed LUT multiplication (used in Kyber), achieve high speed at the cost of
additional flash consumption. Specifically, Barrett multiplication requires precomputed
constants for reduction in the NTT, while signed LUT multiplication relies on two 256-byte
lookup tables. In contrast, our NTT-friendly multiplication introduces no additional flash
overhead while maintaining competitive, and often superior, performance. Compared to
signed LUT multiplication, our approach achieves speedups of 6.6%, 3.3%, and 10.7% for
NTT, iNTT, and base-case multiplication, respectively. For the multi-moduli polynomial
multiplications used in Saber, the gains become even more pronounced: 3.3%, 57.2%, and
891% in ZggQg[l‘]/(lE256 + 1), and 44%, 515%, and 877% in Z7681[1‘]/(SE256 + 1) These
results highlight that, even without leveraging precomputed tables, our NTT-friendly
method can substantially improve execution efficiency while preserving a compact memory
footprint.

CTRU-Light AVR Implementation Modules. In CTRU-Light, we accelerate the main
computational bottlenecks. These include NTT, iNTT, base-case multiplication, and
base-case inversion. All optimizations target the strict hardware limits of 8-bit AVR
microcontrollers. Our optimized assembly routines deliver substantial performance im-
provements, achieving speedups of 67.2% for the NTT, 70.1% for the iNTT, 62.2% for the
base-case multiplication, and 72.4% for the base-case inversion. These results demonstrate
that even within the limited register set and memory capacity of AVR devices, significant
acceleration of operations is attainable through fine-grained instruction-level optimization.
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Table 5: Performance of KEM Schemes under Different Modular Multiplication.

. KeyGen Encaps Decaps Stack Code Size

Scheme Implementation
(kcycles)  (kcycles)  (kcycles)  (bytes) (bytes)
Montgomery t 1835.7 1332.6 2936.4 2878 30584
CTRU-Light NTT-friendlyt 1664.3 1263.8 2798.7 2878 28918
NTT-friendly} 1663.8 1263.1 2797.4 3134 28156
K-RED2Xt} 1563.1 1236.4 2760.5 2878 29834
Montgomery] [KS25] 6039.5 8336.0 8090.9 2902 23208
Kyber-512 Signed LUTT [KS25] 5274.4 7371.4 6739.8 2761 79010
Y Signed LUTY} [KS25] 5237.5 6390.4 6682.4 4297 77306
NTT-friendly} (This work) 5231.1 6381.2 6670.0 2761 21988
Barrettt [HKS25] 9563.6 13503.3 14215.4 11262 62956
LightSaber NTT-friendlyt (This work) 7258.1 10044.9 9598.4 11262 55632
€ NTT-friendly} (This work) 7247.7 10028.6 9575.6 12030 53700
Highly-Optimized (This work) 5357.4 7382.2 7496.3 11266 28144

t: placing LUTs/zetas in flash memory, {: placing LUTs/zetas in stack

Accelerating Post-Quantum KEM Schemes. To evaluate the practical benefits of
the proposed modular multiplication, we integrate it into representative KEM schemes
and analyze its effects on execution speed, stack usage, and code size under equivalent
security levels. Our evaluation covers three candidates: CTRU-Light, Kyber-512, and
LightSaber. For CTRU-Light, the K-RED2X (with modulus 769) leads to faster polynomial
arithmetic across all operations. In Kyber-512, adopting the NTT-friendly variant results
in speedups of 0.8%, 13.4%, and 1.0% for KeyGen, Encaps, and Decaps, respectively, while
reducing the code size by 72.2% compared to the LUT-based implementation. When
compared with the Montgomery-speed variant in [KS25], our version further improves
these three stages by 13%, 23%, and 18%, with additional reductions of 5% in both
stack usage and code size. For LightSaber, the same optimization delivers 24%, 26%, and
32% improvements in the three stages and reduces code size by 14.7%. Beyond modular
multiplication, we observe that the AVR implementation of Saber in [HKS25] leaves
room for optimization. We reimplement the base-case multiplication and SHA-3 routines
entirely in AVR assembly, forming a highly optimized variant. Compared with their
implementation, our version achieves substantial speedups of 44.0%, 45.3%, and 47.3% in
KeyGen, Encaps, and Decaps, respectively. These results collectively demonstrate that the
proposed modular multiplication not only accelerates key cryptographic primitives but also
enables compact and performance-balanced KEM designs suitable for resource-constrained
8-bit microcontrollers.

6.3 Performance Results of CTRU-Light and Comparisons
6.3.1 Performance of CTRU-Light

Table 6 presents the performance of CTRU-Light for three implementation variants: the
C reference (Ref.), the assembly-optimized version with SHA3 (ASM-SHA3), and a
variant employing ASCON as a lightweight hash function (ASM-ASCON). The KRED-2X
multiplication is used in all variants.

The ASM-SHAS3 implementation delivers substantial performance gains over the ref-
erence baseline, achieving speedups of 2.36x, 1.83x, and 1.84x in KeyGen, Encaps, and
Decaps, respectively. It also reduces code size by 23.8%. Despite the lack of explicit stack
compression techniques, the assembly version maintains low memory consumption—below
3 KB for full stream.
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Table 6: Performance of CTRU-Light on 8-bit AVR

CTRU-Light.KeyG CTRU-Light.E CTRU-Light.D
Implementation '8 ceyBen ‘& neaps ‘& ecaps Code Size

Cycles(k) Stack(B) Cycles(k) Stack(B) Cycles(k) Stack(B)

Ref. 3688.4 2351 2264.6 2321 5081.9 2886 50238

ASM-SHA3 1563.1 2495 1236.4 2309 2760.5 2878 29834
Improvement (2.36%) = (1.83x%) = (1.84x%) = (—40.6%)

ASM-ASCON 1514.7 2351 1247.3 2463 2574.7 3028 26572
Improvement (2.44x%) = (1.82x%) = (1.97x) = (—47.1%)

Substituting SHA3 with ASCON yields additional gains. The ASM—ASCON variant
further reduces total execution cycles to 1514.7 kcycles and code size to 26,572 bytes relative
to ASM-SHAZ3, achieving an overall speedup of up to 2.44x compared to the reference
implementation. Although the dual invocation of ASCON-Hash in Encaps and Decaps
marginally increases stack usage, the overall footprint remains within the low-kilobyte
range.

Overall, these results demonstrate that CTRU-Light retains its lightweight design while
delivering substantial gains in both speed and code compactness, highlighting its suitability
for long-lived wireless sensor nodes and other resource-constrained platforms such as ARM
Cortex-MO and Cortex-M4.

6.3.2 Performance Comparison with Other Schemes

Table 7 compares the performance of the proposed CTRU-Light key encapsulation mech-
anism with Kyber-512 and LightSaber on 8-bit AVR platforms. Both reference schemes
are configured at NIST security level 1 for a fair comparison. We use our own optimized
AVR implementations of Kyber-512 and LightSaber, which already achieve higher speed
and lower stack usage than existing baselines.

Table 7: Comparison of CTRU-Light with Other Post-Quantum KEMs and ECC-based
Key-Establishment Schemes on 8-bit AVR.

. B.W. KeyGen Encaps Decaps Stack Code Size
KEM Rings
bytes kecycles/bytes kcycles/bytes kcycles/bytes bytes bytes
Y Yy Y A Y A A
CTRU-Light = S d: 1514.7 S d: 1247.3 S d: 2574.7
' Zrgo/(z%12 +1) 1152 pee pee peet: = 3028 26572
(This work) Stack: 2351 Stack: 2463 Stack: 3028
Kyber-512 o5 S d: 5231.1 S d: 6381.2 S d: 6670.0
yber Zaaze/(@®% £ 1) 1568 beeci e pee pee 2761 21988
(This work) Stack: 2132 Stack: 2206 Stack: 2761
LightSab 25 S d: 5357.4 S d: 7382.2 S d: 7496.3
gntoaber Zy13/(x2°¢ +1) 1408 pee pee pee 11266 28144
(This work) Stack: 10614 Stack: 11266 Stack: 11265
B.W. Security k-G -G Stack Code Size
ECDH Curve
bytes bits keycles kcycles bytes bytes
Yy 24 Y Y Y
[ADLHO10] NIST B-233 58 112 13935 13935 2200 34600
[SS18] NIST K-233 58 112 3186 4381 1410 40140
[PCLH20] NIST P-256 64 128 20980 20980 n/a 17776
[LWG14] Montgomery 64 112 6636 14819 556 15052
[LLP*17] Four Q 64 128 3007 6562 n/a n/a
[DHH+15] Curve25519 64 128 13900 13900 494 17710

% k-G and | - P mean fixed-base scalar multiplication and variable-base scalar multiplication, respectively.

Even under these optimized conditions, CTRU-Light exhibits superior efficiency. As
reported in [KS25], Kyber-512 requires aggressive stack-saving techniques such as on-the-fly
polynomial matrix computation and data streaming to fit on the 8-bit AVR devices.
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In contrast, CTRU-Light naturally conforms to these limitations owing to its simpler
structure and smaller modulus, and achieves stack usage comparable to that of Kyber
without employing any stack optimization techniques. Furthermore, CTRU-Light requires
only 3,028 bytes of stack in Decaps, substantially less than LightSaber. Moreover, its
KeyGen and Encaps phases not only consume less memory but also execute faster and
communicate fewer bytes, making CTRU-Light a compelling option for long-lived sensor
nodes that store static public keys.

Importantly, the efficiency gain of CTRU-Light primarily stems from the scheme’s
structural design rather than the choice of hash function. As shown in Table 6, replacing
SHA3 with ASCON yields only minor performance differences, indicating that the overall
speedup arises from intrinsic algorithmic efficiency.

We further compare CTRU-Light with representative ECDH-based key establishment
schemes on 8-bit AVR platforms. FEven 128-bit secure elliptic-curve schemes such as
Curve25519 and NIST P-256 require 13—-20 million cycles for a single scalar multiplication.
This cost is several times higher than the combined latency of CTRU-Light Encaps and De-
caps. These results highlight that, despite being lattice-based, CTRU-Light achieves superior
energy efficiency and speed compared to ECC on resource-constrained microcontrollers.

6.4 Hybrid KEM-MQTT Handshakes

Table 8 compares the performance of the original KEM-MQTT protocol [KS25] and our pro-
posed Hybrid-KEM-MQTT protocol. Since the original implementation is unavailable, we
re-implemented both protocols within a unified evaluation framework to ensure consistency
and fairness. To minimize the overhead of symmetric encryption on constrained devices,
we instantiate the authenticated encryption component with the lightweight standard
Ascon-AEAD. The Kyber-512 and LightSaber implementations used here are also updated
and further optimized versions from prior work, as listed in Table 5. As one of the key
design considerations for implementing Hybrid-KEM-MQTT, we take the stack memory
footprint of the underlying ECC scheme into careful account. In this work, we select
Curve25519, whose 8-bit AVR implementation was reported in [DHH"15] (cf. Table 7).
Curve25519 provides 128-bit security while offering a favorable balance among execution
speed, stack memory usage, and code size compared to the other elliptic curves.

Previous research [KS25] indicated that porting full-fledged cryptographic libraries
such as OpenSSL to ultra-constrained IoT devices typically requires around 16 KB of
SRAM. In contrast, our work identifies only the essential cryptographic components
required for Hybrid-KEM-MQT'T, focusing on enabling secure communication from the
publisher side while keeping memory usage minimal. The target hardware platform is the
ATmegad808, which offers merely 6 KB of SRAM. The publisher’s peak memory footprint
occurs during the 0-RTT phase, when both static and ephemeral public keys must be
packed and transmitted to the broker.

Table 8: Performance of Hybrid-KEM-MQTT on 8-bit AVR measured at 20 MHz.

KEM-MQTT Hybrid-KEM-MQTT*
Scheme (Publisher Side, [KS25]) (Publisher Side, This work)
Handshake Time SRAM Handshake Time SRAM

CTRU-Light (This work)  10696.7 kcycles (0.53s) 5986 52398.8 kcycles (2.625) 6023
Kyber-512 (This work) 32871.5 keycles (1.64s) 7329 74573.6 keycles (3.73s) 7489
LightSaber (This work) 39921.8 keycles (2.00s) 15909 81623.9 kcycles (4.085s) 16069

* For Hybrid Implementation, we use Curve25519-based ECDH [DHH ™ 15].
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To ensure practical relevance, our stack measurements include function parameters
such as the public key (pk). After the 0-RTT handshake, most stack space is reused
in subsequent RTT rounds, keeping additional memory overhead negligible. Owing to
its compact parameters and low memory demand during KeyGen and Encaps, CTRU-
Light enables Hybrid-KEM-MQTT to operate with a total stack requirement of just
6,023 bytes—the only configuration that can be fully executed on the ATmegad808’s 6 KB
SRAM. This result demonstrates that lightweight post-quantum security can be realized
even on 8-bit sensor-class hardware.

Although Kyber-512 and LightSaber cannot fit within 6 KB SRAM, we further evaluate
their handshake latency on the larger ATmegal284P platform to assess protocol scalability.
In this test, an MQTT publisher establishes a secure session with a broker and transmits
an encrypted payload consisting of a 6-byte timestamp (), a 1-byte topic (T'), and 16-
byte data (d), as illustrated in Figure 2. The results show that enabling hybrid mode
increases handshake latency compared to the non-hybrid baseline. Nevertheless, among
all evaluated schemes, CTRU-Light consistently achieves the fastest hybrid handshake
(2.62 s), outperforming Kyber-512 (3.73 s) and LightSaber (4.08 s). It also delivers the best
performance in the standard KEM-MQTT configuration, confirming that its efficiency
advantage persists across both hybrid and non-hybrid settings.

In summary, the proposed Hybrid-KEM-MQTT demonstrates that practical post-
quantum secure communication is feasible on 8-bit IoT platforms. The protocol combines
the ultra-lightweight CTRU-Light KEM with Ascon-AEAD. This integration balances
cryptographic robustness, low memory usage, and high efficiency. As a result, it offers a
promising solution for next-generation wireless sensor networks.

7 Conclusions

In this work, we present CTRU-Light, a lightweight lattice-based key encapsulation mecha-
nism specifically designed for resource-constrained platforms such as 8-bit AVR devices. By
combining the structural simplicity of the NTRU framework with NTT-friendly parameters
and lightweight symmetric primitives, CTRU-Light achieves both compactness and efficiency
while maintaining strong post-quantum security guarantees. We further introduce an
optimized modular multiplication technique tailored to the AVR instruction set, achieving
lower cycle counts and reduced register usage compared to existing methods. Finally, we
demonstrate the feasibility of deploying CTRU-Light in real-world communication scenarios
through the Hybrid KEM-MQTT protocol, providing the first empirical system-level evalu-
ation of post-quantum cryptography on extremely low-end IoT devices. Overall, our work
bridges the gap between theoretical PQC design and practical deployment by presenting
a comprehensive roadmap from algorithm design and implementation optimization to
protocol integration.
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