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Al 2 A Preliminaries

Al 1 A Post-Quantum Cryptography
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Sampler for Cryptography
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2.1 Rejection Sampler
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2.2 CDT Sampler

Constant-time cumulative Distribution Table (CDT)+= T BEETS
(Cumulative density function, CDF)9] 9&4E T3] I S HolE=

WEo AMEYSE WHolt. CDT+ F& A4 % (Floating—Point) d4HS A&

£ AdEste] HolES A e ASEERYg 28 &40 FU 5]

fljo
©
oo
ro
&
Q
2,
2
1o,
n>~
il
o,
o,
>~
>
K

[Algorithm 1]& CDT A= ¢ o)z & A

Zolw, dA 4 A4 vE 2

Algorithm 1 Sampling D7 , usingthe Cumulative Distribution
Table (CDT) and binary searches

Require: Three Integers min, cur and jmp
Discrete Gaussian CDT Samples such that, N = 7 x o, 0 = S[0] < S[1] <
L. SIN=-3]=1
Sample a bit b uniformly in {0, 1}
Sample 7 uniformly in {0,..., (2 — 1)}
Ensure: min < 0; cur < (N/2); jmp + cur;
while (jmp > 0) do
cur < min + jmp;
if (r > S[cur]) then
min < cur;
jmp < jmp >> 1;
return = = (—1)°

min

[Algorithm 1] CDT Sampler <¢Fiig] &2
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e AT WFE 00 2 wWrhA while +& X133

o
i)
o
£
)
N
~x

A mings T #FolRY cwr®E ML jmpE 282 UHEHTFH 18XA g
O min® g2 ¥FFA] @A jmpwt 22 Yt

B3 A ToR Gyt 0o 9H 1 WY mingko] Slmin] < 7 < Slmin+ 1]

¥+ CDTAe #HAx oar WME Z7|9 HolEo HAQdth o & 9
BLISS-IV(¢s = 134, r = 215, 2 =°128) % BLISS-I(¢ = 134, r = 1954, 2 =

128)+ #H A 630-kbit 2 370-kbit I 7L XA A4E Bl o] & o] H Qi) wetbA,

N

gzt ARE Quds Fxd CDT AZe 12 AgHoA g} 2
Hol =718 Zol: A7/ ANHE SFGAW, HolBE st CDT

B O BAE Aol §7) o Aol AFHo] ¥Al NIST EF

ol

& o4 PQC FLYFEL ALE

b4

50

i o
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2.3 Binomial Sampler

il Abd Hele& A48 287t gle HEdEE e AEe(E)e 2AA

otk 5= /8% £9 EFAAY A o|F RIE k=200 tJAUFS
AR 5 A AW BEE s A93Y o= /82 AgetE wey @ 7
$2 QB BAA A BT 5 A2 AR Aok 45 &= 00

X HA7F 2 AAAAYEA e AFEsts A2 @84 o]A &t NIST
PQC % #3t U dugZo=Ex PRKE/KEM €18 3¢l Crystals-Kyber,
SABER7} CBDE A& Folth, 28t AR HRl Crystals-Dilithiumol A & E

o WE B AN 4TS ALS B
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2.4 Comparison of Sampler

5¢ Aoed ged 2o

1. Rejection Sampler

g
— T

B Speed :

B FP exp() : 10

B Table Size :

0

B Table Lookup : O

B Entropy @ 45 + 10log,o

m =57
2. CDT Sampler
B Speed : W&
B FP exp() : 0

B Table Size :

B Table Lookup : log,(ro)

B Entropy

m =7

oTA

3. Binomial Sampler

B Speed : W&
B FP exp() : 0

B Table Size :

0

: 2.1 + log,o

D s M vE AddE &gl
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B Table Lookup : 0O

B Entropy :@ 4¢°

B EA . AARAY A7 gdubx] ke
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fr
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N

&) A
dau Fad EA(elold #74) wio] NIST PQC % 31 dugEs2 A
f3tx & 9th. wEbA], Crystals-Kyber®H SABER: vl ®HE ¢} o=

AZg du= FA olg BEXE ALEFkal 91 Crystals-Dilithiume 4%
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Number Theoretic Transform

A 3 A

Bl

LWE 7|9 G5 AA= B

R, =Zzl/ < f(zx)>< &%t NTRU

<

T
‘_.mc

o)
)
Gt

(Shortest/Closest Vector Problem) 7|

of A7t

43

o

o

i

19l monic 7%

School Book,

A gkt

=
-

Number-Theoretic Transform (NTT)o]

Toom-Cook,

Karatsuba,

NTT 7]

-
T

Crystals-Kyber

o

i

=
"o

o
N
B

=)

A2 dads B

ZEREE!

i

o

A2 nhe A=

R

3l n-1x tt

B FHA o

a7}

2)

]

2 2n-1719 A

cyclic group9

Ar= THA=

2n-1&

3)

_(H

7}5}7)

3

Dy

o 2n-1709 AFTE

=
=

generator (primitive roots of unity)

e

2

D

thd, 2n-1709 AT

il
o

-
il
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B7F $AE NTT W 23 3AS InvNTT Wgholeba gho

o4

rlet
~
>
2,
o
Q
B
o
B
)
Lo
i
jae
>
iy
B
r o
2
B
k1
=
—
2
v
o
>
o,
i)

ofof stizvl wref, AE w@el flz) =2"+1 £ A% Z FelA primitive

<
O

n-th roots of unityg < & AT, n/le AFw F7T & ks FH o

Atk flz) =2"+1& A&ste R 49 NTT +& 7S Cyclic NTTex

n—1
oo R, e & seRr, a= )Y ax'l W Z2° primitive n-th roots of

i1=10

rob

-~

unityE w, =t ¥ Cyclic NTTHE2 b33 o] AFod + glrh

n—1 n—1
B =NTT(a) = ) a-x with a, = Zaj-wf/.
=0

i=0

Cyclic InvNTT ®&2 th3 2ol Ao = vt

n—1 2 2L
B ¢=InvNTT(a) = Y a2’ witha,=n 'Y a;w, .

1=0 7=0

G o] Ak A7 98 g3da S A8 NTTE Negacyclic NTT&a sk,

Cyclic NTTel A Negacyclic NTT=Z9] W32 v g9 BE AT a0l w;n

7

il

#3F 2ol Cyclic NTT W3S 4

o2

3t @t} Negacyclic NTTH S ¢}

3 ol Ao 5 AUtk
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n—1 n—1
B¢ =NTT() = Y a2 with a, = Zaj-w;n-w;'].
=0

:=0

Negacyclic InvNTT ¥ 32 tf 23 o] Holgd 4 it}

n—1 n—1
B ¢=InvNTT(a) = Y ay2' witha, =n "w, Za]—-wnﬂ'].
i=0 J=0

doetd, R, 2 v@A abolvie] ¢ =axbs 7] A= 4 b

of e NTT ®Wao 4=NTT), b=NTTG)Z A

>
ot
o

Algorithm 2 CT FFT implementing forward NT'T

Input: Polynomial a € Zq/(xgk +1); time domain, normal order
Input: Root of unity: wyk for Zq/(xzk - 1), wors1 for Zq/(ka +1)
Output: @; NTT domain, bit-reversed order

1: forl=k-1;1>0;l«<1-1do

2. fori=0i< 21« i+1do

v {wgi"“‘” for Zg/(a*" 1Y

i S G2 | )

4: for j=i- 2% j<i- 28 y9li« j+1/do
5: to < a;

6: ty <1 Qjyol

7 aj < to +11

8: Aot < to— 11

9: end for

10: end for

11: end for

[Algorithm 2] CT 7]%te] NTT 78 73]
NTT WaA g¢e W@rhsts B4l 78 584 8 F=ele] yu

A2l 9} Fast Fourier Transform (FFT)olA A}&3t= Cooly-Tukey (CT)<}

Mae A% 5 . CTS GS BF MEE £: AAF5FE o §5o] 74
g 5 Qo Adngon TE AEAS ) WEES Fi pdn



[Algorithm 2]Z [Algorithm 3] CT9 GSE ©] &3 NTT/InvNTT W3k

25 o 7 E 7)ol g,

Algorithm 3 GS FFT implementing NTT™!
Input: a; NTT domain, bit-reversed order
k k
Input: Root of unity: wqr for qu/(gt2 - 1), worn for Z,/(z? +1)
Output: Polynomial a € Z,/(z* +1); time domain, normal order
1: for[=0;l<k;l<1+1do
2: for i=0;i <21 i< i+1do

" w;:rv’“’l(i) for Zq/(ka -1)
w

i oD for 7,/ (2 4 1)

4 for j=i-2j<i- 2% 42— j+1do
5 to < aj + @jpo

6: tl <~ aj — aj+21

7 aj < to

8 Ajyol < @[) -11

9: end for

10: end for

11: end for

12: for i=0;i<2*:i«<i+1 do

13: a; < nta; B> Cancel out factor of 2 for each butterfly
14: end for

[Algorithm 3] GS 7Juke] InyNTT & 79
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Al 3 & Crystals—-Kyber

Al 1 A Changelog of Crystals—kyber
during NIST PQC Competition

1.1 Changelog

Crystals—Kyberl14-2 Cryptographic Suite for Algebraic LatticesS 7|WFo &
47]1¥ PQC-PKE/KEM ¢ile]Zolth, Module LWES 7|Wto= R 4ol tha
e daE HAE TG E A9 v WY s, A eE T3 dagysE T
Azt FAR3E Ax AWgEE AV)= CRSFE ko ol Z2A R
Crystals-Kyber= Kyber.CPAPKEE %3 Chosen-Plaintext Attack H <9t ¢43%
3 AAE  EASEaL,  Fujisaki-Okamoto2) W3ke] WS ALE3lo]
Kyber.CCAKEMS F#+43Fe] CCA HetS F=3htHldl. Module-LWE T2 =
AbEa7] wjEel ) BE A 2 v MEHe 0F s, e AAEH AMEEHE W
F A 2 A FFE A9detr Aste TERoAAY v wA 2L tlAl ol
=

NIST PQC #X A9 Round 27} s Hd ug}, Crystals-Kybere] H ST
of T/ 717F dFHA ¥ AFolwt FaAstthE ool AAlHe wE A=
£ ¥ A9 Crystals-Kyber?} Round 2014 A|¢tE e, F/H7] =S 811 &

a1 71l F 719 AVE FASH7] 918k Crystlas-Kyber?d A4 AlF ¢=

,21,



7)) 768101 A 33295 WA E O] Ry = Zoplrl/ (X*P+1)2 Julo]E 5 Qlth,

W ool ¢tmsh ¥4 % KEMS Al ¢&3 %ol NTT 2ol debeh g
gkl Zobgol weh, Module-LWES 548 mek 258 A¥ss] s o 2

Round 2 oA RS Ao wel 4 = 25601 w3k primitive 2z-th roots

of unity”} $¢1¢] Crystals-Kybere 2743t Negacyclic NTT W3S Al

i

2
SA F A Crystlas-Kybere] 7WEE & 7]£9] Negacyclic NTTES 12 Ab
GopA R, E8H = Holoo 5 ol AdS st

Crystlas-Kyberel Al ©&2 qe ROl ®l@ NTT ®32 o33 o] thA
g o] ¥ Tt

NTT(a)=a=(ay, + a; X+ ay X + - + a,55X),

where,
127

~ (207,(i) +1)j
@2 — Zaz]{

j=0
127

~ o (2br,(i) +1)j
241 — Zﬂ2j+ 18
j=0

primitive »—th roots of unity ¢= 17°]3L, br,(z)= 22| bit-reverse ¥ &o|t},
NTT 93 5o A% 12 g@dHolmz Asd dre x?— 0 eAe 1

A dadel W@ wE dad FAow AR ok

,22,



Al 2 A Specification for Crystals-Kyber

2.1 Notation and Definition

B g o] Crystals—Kyber WA A AlgEH = E7]1H 12 9nE Ay

m g B HE #

B BytesToBits() : v}

o

m
=
g
o
hinss
)
o
fr
e
(03
)
_>|:4
X
=
[
=
g
o
rlI,
riot
ol
ol
rlr
o

PN
T

f
_0|L
=
¥
Wy
N

2
10
i
o
1
o,
™
e
rlr
X
-+

W R, =7Z,[X/(X"+1) : Kyber7} 7}/
g e F, o w=2""1 ¢=3329, n =9)

By, V,vh, vT : t3ta Wg (7EHor W) traka gy Hdx W

A B4

ot
&
o
j‘f

(# =7 moda)

B y/=rmod" ¢ : 0<+7<a Ao A= 7% (V=7 moda)

W[z zgtel e 2ed (2o 7P 7k A )
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W o5 sERE A U Ed

X
r>~
yu)
ot
N
)
J G
it
M
kel
ne
o
o
rlr
n
M
kel
fru

FH AEES on g
B PRF:B*xB —»B ! #E=WF34 (Pseudo Random Function)

B XOF:B xBxB —B : &%7}53 %33 (extendable output function)

B H:B —B¥% G:B -B”x B : 2% dAgF

B Compress,(z,d) ! zre€ Z 8= Y=gz o} {0,...27 =1} A9 st g
=935t T (g< [logy(g)] . HE3t 7lsd A dFS vAA F5s BA
st A, foo a9 HEESE BHEHORN dE AV|E =07 AT VT

B ;= Decompress,(X.d) : X=Compress,(z.d)ZA, zol <HT k& ¥HEst=

et

PN
T

B NTT YNTT(f) « NTT(g)) : f.goll thal NTT WgS 433 3 point-wise

wAE . T o] Addtel el 9 NTT ®es 3

m /v, V i NTT ®sto] Ag5 theha], vhah] W, o g4

2.2 Parameter

[3% 1] Crystlas-Kybere] 3}}n] g 14]
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o

Crystals—kyberi= ®QF =0 wpel & 3719 IFgulg MS Az [ 119 2
tHISl, 2 NIST7F Aelsk ®meta 1, 3, 5o i3] kyberb12, kyber768, kyberl0247} o

SH w2 G AFE oustal, ke SN A DAAM Y AFE uEth =
oA Azt BelEs g Qdvista, gy, 9, A2 kyber st Al @5 ak(s

TS AdsA AT W ARgEE gkel WSlolth (d,4,)E  Compressot

Decompressol| A AF&-== gholth 8 Ikebr|E Al st 53} AsjjgEo|t}

2.3 Sampling of Crystals-Kyber

7
B,=) (a;—b,),Sample (a, ....a,b, ...b,)—{0,1}*"

i=1

_25_



Algorithm 4 CBD,: B®" — R,

Input: Byte array B = (bo, b1, ..., beay—1) € B
Output: Polynomial f € R,
(Bo, - - -, B512n—1) = BytesToBits(B)
for i from 0 to 255 do
-1
a:= 321" Brin+;
—1
b= Z?:o Baintn+j
fi=a—0
end for
return fo + f1X + foX? 4 - + fa55 X7

[Algorithm 4] Crystals—Kyber? FAlo|at&E ¥ <q1g]5M14]

[Algorithm 4] 256x t&d2S B o2 MEYst= L Folw 2563 tf

ot

FA ) 7t ASE gg WY RIS goz ABAT. YA B

il

b

of thal BytesToBits()& #-&3to] HEA=R pfekel $o, B o] Aold ute} i

i

E

rob

=2

£

A AR £Eke A S50 7=281 A, (ByenBips)d T

1 1
fima—ba=Y By b= Y Burys = AT Bl Q) Holote el A4
7=0 j=0

5 (ByraBigoy)l @St b7F 20| EA Wzl tAA A E ol B O ®AE
AZHJA7] dimel g Ao ALgd A3 =2 (B, 2=3)% 4+

747y - 3% 39 (EE, 79 77F Bh). 18 ARG dsst BAAA A
© Fol= Ee oy vudAe] vz CBD,® A& d

B AF5E¥Y AMEY (Uniform Distribution)

Crystals-Kyberoll Al o]z o8& A3 R A d5EXE &
st AMEHEAT. 5, AHEAQA dFAAALYHEE ol &35t WS HiolE ~E
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d& AAsr 2 e volEE Z¥ete] ¢ ele] R vy
[Algorithm 5] 945 7bd deole] nio]E ~EH] AFd ddgs o &
el NTT =dvcles gdd R 4o g4 Ass &t 5, B2 89
E ddgke] dd HelHE = g dorn, o HeolHE Hds] Lt ¢l
&bz 256709 AE AdskE Aoy, olE FaAEy] S8 wolE AEH
Al 3ufolE A 2EF o] 128 ERL d,.d, %S FE Crystals-Kyberdl A A}
&8 g7k 3329 (¢ <2®)017] wiel d.d,wkel 3329HTh e Aol o
A ASz Astm oA god v o AY gl Wele wHIE 7%

BEo gue Ao A2 P44 ASolgn vk A FAFNAE

256709 AG7 2E2HR gow 71402 XOFE $33 & 7|zt AZgs

2.4 Encoding and Decoding
B Encoding (21=249)
3P WReY oA RdHIE IS AEFS ) volE widz HE

3} (serialization)sl= A olty. =, Wi Aol vF4s FA4e= sl A

-
rr
—
N}
=
[m
il
_>|~]_A‘
)
rol
v}
o
)
)
>,
2
fr
—
(@)
=
[m
N
bl
ottt
=2
>
o
‘

£
le
[
N\
=)
[m
rlr
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27§ 8] mpolEo] AR ool wiiel dud AAS AAA @i AED F§

Hlo|EE A& do st} x| wk 2719 12H|E AGE 3upo]Eo| A A"

op
ot

Hzoll, Jda2d FA-S AH HelEvtew A T Sl

Algorithm 5 Parse: B* — Ry

Input: Byte stream B = by, by,by--- € B*
Output: NTT-representation a € R, of a € R,
1:=10
j=0
while j < n do
dy = b; + 256 - (b; 1 mod™16)
dg = \_bH_l/lGJ + 16 - bi+2
if di < ¢ then
dj = d1
Ji=3+1
end if
if do < g and j < n then
dj = d2
j=7j+1
end if
ti=1+3
end while
return ag + a1 X + - + @, XL

[Algorithm 5] Crystals-Kybere] &3 <1z &4l

B Decoding (d2Z13)
Uag HAHLE volE wjde] Ao AFd vy AFTeEs dids 96

12024 wpyste] el $ASGES s Aolth %, upol= )

G2 WBAG T I12ME 99% Syste] 16ME AzFel AFstE Aoln, o

Baw shtel BHgHS FHT & 9

2=

= 2569

i

_28_



2.5 Kyber.CPAPKE

B CPAPKE.Key Generation

[Algorithm 3] Crystals-Kybere] CPA ¢HAA S wt=

A Aot & A2 CCA HHAS =

]_

rr

PKE 279 7]

ol

3= KEMO 7] A4 stge] An

=

Str2 A AMgET. S s EE a2 ph skZ2A 27 FN7I9E A IE 9

) gt

Algorithm 6 KYBER.CPAPKE.KeyGen(): key generation

Output: Secret key sk € B12kn/8
Output: Public key pk € B12-k-n/8+32

1: d + B32
2 (p, o) = G(d)
3: N=0
4: for ¢ from 0 to k — 1 do
5: for j from 0 to k — 1 do
6: Ali][j] == Parse(XOF(p, j. 1))
7 end for
8: end for
9: for i from 0 to £k — 1 do
10: sli] = CBD,, (PRF(c, N))
11: N=N+1
12: end for
13: for i from 0 to k — 1 do
14 eli] = CBD,, (PRF(o, N))
15: N=N+1
16: end for
17: §:= NTT(s)
18: €:=NTT(e)
19: t:=Aos+eée
20: pk = (Encode;2(t mod™q)||p)
21: sk := Encodeis(8 mod™q)
22: return (pk, sk)

b Generate matrix A € R’;Xk in NTT domain

> Sample s € R’ZIc from By,

> Sample e € R} from B,

> pk:=As+e
>ski=s

[Algorithm 61 Crvstlas-Kvber2] CPAPKE.KevGen &1 & 14]
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3 Algorithm 6 A%

1 - 32nfolE #Y dHeoly A4
— A GE o] 83t 270 HE A= (po) B
3 - 4 9-12, 74 13-169] PRFl A48 ¥ &= 7heH g x7]8)

-3 B8 BY Ae Ry *F

4-8 | - 3 204 RAAE N=F ot FE FSEH 4,

9-12 |- A" =g o9 JHeH % NS 9Ee® 3§t PRF ¥FE TEdte] 1
A3t CBD, & AlEgste] wE A4

rum

13-16 | - A4 9-129 FU3 AAFS AAA oy HE A4

Zy kR tEAl S NTT Z=welow sl

17-18 | - s9 e ol ¥3t5 7]
- NTT Z=vdoez xd% dA7 AEFke] FA 53 & oz Hg gA
3y
19 (NTT Z=ddez FAHYY] dFd vatd F4-2 point-wise JEHZ
)

- HAF A% t= FMNEMA MY GEANew Y WEY

20-21

return | - (pk,sk) ¥+3H

B CPAPKE.Encryption
[Algorithm 7] KYBER®] CPA ¢tHdA S w3+ PKE 279 <353 3

Aolth, 2 #HLS CCA S st KEMO a3t 3o AMBuEga=

>,
S
>,
ofo
it}
v
o
I
)
Mo
ok
=
Y
=
‘k'
=
>
3
I
Au)
o
X
[r
)
=
o
i
=
i
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Algorithm 7 KyBER.CPAPKE.Enc(pk,m,r): encryption

Input: Public key pk € B2+ n/8+32
Input: Message m € B2

Input: Random coins r € 532

Output: Ciphertext ¢ € Bdu-kn/8+dvn/8
:N=0

: t := Decodes(pk)
cp=pk+12-k-n/8

: for i from 0 to k — 1 do

=W N =

5: for j from 0 to £ — 1 do

6: ATi][§] = Parse(XOF(p, i, §))
7: end for

8: end for

9.

: for 7 from 0 to k — 1 do

10: r[i] :== CBD,, (PRF(r, N))
11: N=N+1

12: end for

13: for 7 from 0 to k — 1 do

14: e1[i] = CBD,, (PRF(r, N))
15: N=N+1

16: end for

17: eg == CBD,, (PRF(r, N))

18: £ :=NTT(r)

19: u:=NTT AT of) + e,

20: v:=NTT H(tT o) + ez + Decompress, (Decode; (m), 1)

21: ¢1 = Encodeq, (Compress, (u,d.))
22: ¢y = Encodegy, (Compress, (v, d,))
23: return ¢ = (¢1]|c2)

> Generate matrix A € Rf;x" in NTT domain

> Sample r € R"; from B,,

> Sample e; € R"q‘ from B,,

> Sample ez € R, from B,

pu=ATr+e
pv=tlr+e,+ Decompress, (mn, 1)

B ¢ := (Compress, (u, d,,), Compress, (v, d,))

[Algorithm 7] Crystlas7Kyben2ln GPAPKE. Enc il 5114]
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Algorithm 4 A

- PRFIA AHBH = 7H2F 3t N 273}

- pkEYEH Y=Y AAE AA t MEHE F=

- pkll XFE NER o FE (A A Aol AFSE)

4-8

-z ogE A AT (A B Ax) A4

- NEgk o} FE F1LH 4, jE Yo R XOF Fq4E sEaHA A

T WY HolE FtS Parse 5 o] &3t gdolAe gez Wk (g
]

9-12

AL Holats HE re RF A4

A" A=k o ALE @ NS QYO sel PRF @5F TS 1

13-16

- ol¥ WE e e R,f A
- Ay XNEF »3 7FE FF NS g8 o ® st PRF 45 FEstd 1
A3t CBD, = A& ste] e 44

17

- A" A= er J1eH @& NS 9o sto] PRF @52 FEake] 1
AN CBD, E AEZste] tae] e, e R, A A

18

—ro] t)3 NTT H3-S A gahe] r ARk

19

AT or g w3 A GRS F44 point-wise FEHR 5
@)
- NTT YA" o £): o NTT #& 58 (ATr)

- NTT YA" « f)t+e;: (AT« r)+e, S Axate] ue o] A4

20

AT ~ 3 5 1 i S
- €7 o fooMEs WY ¥ A S8 (g4 ¥4 point-wise FEE 5

)

- NTT '(t" - r): o NTT 9& 59 (t"r)

- Decode, (m): WIAIA m e B 256H|Eo|m2 1H|EX 256712 ©]o]E
= ey

- Decompress,(Decode, (m),1): HIEe] disiA 02 022 wjgsti, 12
[g/2 12 w3

- NTT”(ET o f)+Decompressq(Decodel(m),1)+ezi AAS g8ty &
A ¥

21

- Compress, (u,d,): 4 1994 A4E uel A+= {0,...2%—1) Wo=
1] 3
- Encode, (Compress, (u.d,)): d HE Wele] Z} A4S wo|E wjd= A

Aokl FEE ¢, H A4
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- Compress, (v,d,): 778 2004 B4€ v AFE {0,---,2d"—1} He=

ol g
|~ Encode, (Compress, (nd,): ¢,7|= W9el 7 A5E vpol= Wz A%
ol AEE o, BT Y
return | - ¢ = (cy.cy) WEE

[Algorithm 7] E3sto] HE AAFE ;& o, AA FA 19, 20& &3l AL

ol & ANE 4 ME ATE JF ALFFAL 1 A ¢ MEH e wolE

A7 d, - kn/83 A WE AFE wl ZF @A 0] ¥elE A7) 4, n/8

5 #ek Aol "ok #A 2004 HWAIA] ms FAASE 2 HEE FES 3 v
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B CPAPKE.Decryption

Algorithm 8 KYBER.CPAPKE.Dec(sk, ¢): decryption

Input: Secret key sk € B12kn/8

Input: Ciphertext ¢ € Bdukn/8+dvn/8
Output: Message m € B32
1: u = Decompress, (Decodey, (c), d.)
2: v = Decompress, (Decodey, (c + dy - k- 1/8),dy)
3: § := Decode;(sk)
4: m = Encode; (Compress, (v — NTT (87 o NTT(u)),1)) > m = Compress, (v — s"u, 1))
5: return m

[Algorithm 8] Crystlas—-Kyber2] CPAPKE.Dec & ilg](14]

oA Algorithm 8 41
- Decode, (¢, d,): AEH FZFE ol ¢y 5 AT
1
- Decompress,(cy,d,): ¢ ol WalAl 45 A A&
- Decode, (c+d, - k-n/8,d,): AEH HIZE colA ¢, tEY
5 .
- Decompress,(cy, d,): ¢, WA Sk5 Al A&
3 - H™A7] sk tEY
- @< NTT Xs" o NTTW): ARQAS & uE NTT =dieldels &
F, 9 NTTE A &3t @& Evloezg 59
4 —te—v—a: vollA a5 M
- Encode, (Compress, (¢,1)): to] Z-AFE IMER St&ste] Isdste] wk
3
return | - Y& WA A] 4 93

2.6 Kyber. CCAKEM

o

KYBER KEM< slightly tweaked Fujisaki-Okamoto transform ®H-S o]
ko] IND-CCA20l <¢tdste s AAE oz iAoz KYBER PKE W

& NBFgFA A g

rob

ot
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B CCAKEM.Key Generation

Algorithm 9 KyBER.CCAKEM.KeyGen()

Output: Public key pk € B12kn/8+32
Output: Secret key sk € B4+ n/8+96
1: z + B3
2: (pk, sk") := KyBER.CPAPKE.KeyGen()
3: sk = (sk'||pk||H(pk)]|2)
4: return (pk, sk)

[Algorithm 9] Crystlas-Kybere] CCAKEM.KeyGen & i1g]<14]

oA Algorithm 9 A9
1 - AP B3 nlolE ~EY AA
2 - KYBER.CPAPKE KeyGen() &5 o]&3t pk, sk’ A
3 - A 204 AAE skl pk, Hpk), 22 AAeA sk A
return - pk, sk Hr3H

B CCAKEM.Enc

Algorithm 10 KYBER.CCAKEM.Enc(pk)

Input: Public key pk € B12+n/8+32
Output: Ciphertext ¢ € Bdukn/8+dvn/8
Output Shared key K € B*

m + B2

m < H(m)

(R, 7) = Glm|[H(pk))

¢ := KYBER.CPAPKE.Enc(pk, m, )
K = KDF(K||H(c))

return (¢, K)

SOk

> Do not send output of system RNG

[Algorithm 10] Crystlas-Kvbere] CCAKEM.Enc & a1e] Zl(14]

=24 Algorithm 10 A H
1-3 - skE TSt phoh, 2B S FE
- Mel719} 9 EES KYBER.CPAPKE.Dec() 3ol Agato] wA#] » &
! o
5 - B8 vAA 9} ppte Agete] SARS AxE] K3 A4
- phym/, 7Y S JH o7 o] KYBER.CPAPKEEnc() =2 3%3dte] ¢ A
6 /H
-9 o] AT A ude TR AL, 1A S A
7-11 23k H(e)#& dHste] KDF 3545 F-&35ko] HEsksd 9 =
f7] A2
return | - 7] ¥H3




B CCAKEM.Dec

Algorithm 11 KYBER.CCAKEM.Dec(c, sk)

Input: Ciphertext ¢ € Bukn/8+dvn/8
Input: Secret key sk € B24kn/8+96
Output: Shared key K € B*
cpk=sk+12-k-n/8
s hi=sk+24-k-n/8+32¢€ B2
cz=sk+24-k-n/8+64
m/ := KYBER.CPAPKE.Dec(s, (u, v))
(K, 7" = G(m/||h)
¢ == KYBER.CPAPKE.Enc(pk,m’, ")
if ¢ = ¢’ then

return K = KDF(K'||H(c))
else

return K = KDF(z||H(c))
: end if
: return K

? © PN DT Wy

=

[Algorithm 11] Crystlas—Kybere] CCAKEM.Dec

o} 31 @] Z=[14]

oA Algorithm 11 A9
1-3 | - skE &3t pk b, 28 F=
- M7l 9k 4 FES KYBER.CPAPKEDec() <=0 Adsle] wAA] »/ &
! el
S - BA" vAA 9} e A SNBSS Al K3 2 A
6 - phym/, ¥ S dE o2 Flo} KYBER.CPAPKE.Enc() 35 &35t & AA
- cst ol AT A e FRIAE, 184 ¥S B Ad @
7_11 H(c)ats AFiste] KDF $+5 Tsate] vty omgles 3-f/7] A4
return | - &7 W

2.7 Analysis source code

B PQClean Crystals-Kyber ZZ A E 4

PQClean #olBulg Tt gYHdsr 3=
o] HgHoldr HEolt, B ERA
Crystals-Kyber<] I=E R o o

Crystals-Kyber T2 A E = [# 2|9} &

o Ae] Z2AE CPUNZNA AVX2E o] &3t

_36_

HlEato], HA HA s wes
+  PQClean z}eolH 7 g <]
PQClean®l Z 38y o] 9=

A, &, 71E CPU 374

T AE  ARMvSZH 7 ol A 9



[k

2z FAAG. ®£d FAdoz ad dolH A4 A AEST A& EE

—r 90s ‘:H Hdoe=z 3 ‘4
[3£ 2] PQclean Crystals-Kyber 2 A E 1A

paclean—kyberb12-ref

3 29
paclean-kyber768-ref f{g dleE A8 A, SHA3

paclean—kyber1024-ref
paclean-kyber512-90s-ref

8 3
paclean—kyber768-90s-ref f{; HleTE] A2 Al AES

[
paclean-kyber1024-90s-ref
paclean—kyberbl2-avx2

AVX2 HE] 015 o83}

paclean-kyber768-avx2 o} 125 A
paclean—kyber1024-avx?2
pgclean-kyber512-90s-avx?2 AVX2 W] ol olgalo]
paclean-kyber768-90s—avx?2 Gt &3t 282 Wd

C{
paclean—kyber1024-90s—avx?2 dloE A8 Al AES €18

paclean-kyberbl2-a

64-hit ARMVS 2H30l1A]
paclean-— kyber7 S . NEON H#HolZ o] &3le] et
53 48

Crystals-Kybere] 7} ZZAE 712o 2 7t 374 (CPU
AVX2, aarch64)ol A o] H A5 9gt F7F LAxgd=z FAEY. wahA, 714

7|Ho] HiE ref TRAES A E Lrams 9dy 7 2arE g =

X
filo
2,
AL
o,
v
by
a
(o)
Q
(@)
o
Q
)
o
<
o
(@}
=
J
(@))
(0e]
—
&,
[H
fr
)
|m
il
4
oX,
_0|L
rr
B~
[
2
Iy

53 7 Aame 9o BAS Auet. B9 Crystals-Kyber d4kel] o
& ASH d¥d 2xme sde [T29 109k 2 S, AR dddA e

kem.h®} kem.col A A e]3s}a

%0,
e
~
oX
oz
o
12
®
S
fols
2
et
ol
Ll
>
op
_O|L
=

of g4 AoE fstel 1ol ol %ol Aelwoldt /5 A sz
= welg o) g@th
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Fa

lection

[3% 3] PQClean Crystals-Kyber ref 2234 4]

5 43 A9

/7] A2 s AES s Fe 99 Add

A
IND_CCA2% Al&3t= KEM 71844, 453, 553 34 93 A
A Ao
WHE2A o 2 indcpah/indcpa.col A Al&st= 7)1 AA,
& o] &3l KEM g +4

FE42 g HFAl dAaS F335H7] 9% NTT (Number-Theoritic

Transform) 7I8F b4 w4 o 99 dda A9

KYBER®] .2t aﬂ wﬂ@% %pim\a A Z=gr Ao
XI/(X"+1) ZellAel vda Azl

4]
ok W S/ A Thaa

M9 vho] = wjdzte

WE /g E A, T

NTT 7|9 32
(Montgomery, Barret)oll tigh 3 % HAAd3} Xq«]

90s®] 749 AES7I4F PRF, AES”I®F XOF 3 943 A<
90s7t obd 45, SHAKE 7|¥ke] PRF, SHAKE 7|9 XOF & 943
kil

&
o
L

SHAKEI28 absorb®} SHAKE256 prf & 93 d<

WHEAH o2 common EG ] Ao o= shad & =

constant-time2. 2 F 23t wjEun, sjEEAL S A MAn A

_(ﬂ
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]t &

e
=
ne

Y

Y

Y

Yo

| -
6 L ]
5} == kem.h, kem.c
<
‘|5 A
A5l 255} « indcpa.h, indcpa.c
=dd) b
| oAb )
A I—_!ﬁl_’:}) + polyvec.h, polyvec.c
<
Al O AL « poly.h, poly.c
BSH AFA QAR « ntt.h, nttc
< « reduce.h, reduce.c
':7’| tcl;) « symmetric.h, symmetric-shake.c

J

\0

[29 1] Crystlas-Kyher' 2 51E 3 AlSF%E

KMU
)

' 4
=
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Al 4 & Kyber on 8-bit AVR

A 14 8-bit AVR ISA

8HIE AVR mlolaz2AEZe = W e I/PE vlolamZm A Ad F7l8}

e

of @<d A Jrz B duld= FAolw, AA WSN &AM d AlA A
ow 7hE @Wol AHEH A = AAelH. 8HIE AVR vlolARAEED S W
& A mEe FAiAR FAET. 8HE AVR-MCUE Z#A v=g,
SRAM % Harvard ©}7] 83 ¢] EEPROM S 2 4 # ),

B General-Purpose Register of 8-bit AVR

AVR-MCU+= 3270¢] 8HE W& A =8E 7HA i 9lom 7] d4b 5 v
E it 22 ggd 2 AR EThIEG], R26-R31 dA~EHE A9 o

370¢] 16HE 2oz Abgst §= grkoolel st A~ (X, Y ¥ Z)E "ol

o] that 16HE F42 HHHoz A7 93 FTAHZE A g
R2-R17 ¥ R28, R29 #d A 2~H = Callee Saved Registers¢|™, R12 I T =5

Al AZSHE S FH Ok

_40_



B Instruction of 8-bit AVR

8-bit AVRS 27 steo]l Z kel s 7HARVISLZ] =

st A3
clock cycles™= 174 %t}

cyclesS L t3stH 1 99

_41_

gajole] 4

& o]

#A Bl

@eole] A

[3 4] 8bit AVR g4 =2 = o]
Asm Operands Description Operation cc
MoV Rd, Rr AR 2Ee] EA} Rd < Rr 1
MOVW Rd, Rr 270e] I X ~E] EA} Rd+1:'Rd < Rr+1:Rr 1
LDI Rd, K K 3A 2 Rd <K 1
LD Rd, X(Y,2) R ¥z 2 Rd <X (Y, 2) 2
LDD Rd, Y(Z)+q offset 7|9ke] 7H % 2= RA<—Y () +q 2
ST X(Y,Z), Rd I Az 2B X (Y, 72 < Rd 2
STD Y(Z)+q, Rd offset 7[¥H] 1 3z 2B Y @ +q<Rd 2
PUSH Rr 2elo]] FH| B S FH Stack < Rr 2
POP Rd 2Eol| A PRZHE RdStack 2
ADD Rd, Rr 2708] dR2HS] ks Tlgh Rd<Rd + Rr 1
ADC Rd, Rr 71e] dRpEe] gt 7iRfE eigh Rd—Rd + Rr + C 1
SUB Rd, Rr 270S] GXI2HS gks Rd—Rd - Rr 1
SBC Rd, Rr 2710 BRES] 7 Tk W Rd—Rd - Rr - C 1
ASR Rd 1hit Az A|ZE Rd(n)<Rdn+1) 1
MUL Rd, Rr 5135 9= A RIR) < Rd x Rr 2
MULS Rd, Rr 5135 9= 34 RIR) «Rd x Rr 2
MULSU Rd, Rr 2 53 7k Al RIR) < Rd x Rr 2
INC Rd e S S d s Rd<Rd+1 1
DEC Rd HALE £ 1 A Rd<Rd-1 1
RIMP k A A PC—PC+k+1 2
o

o)
=

s Alste] e 7HE

A w2

SRR

ZBEH o= 2 clock

2o WHoj= 1 clock cyclesg &3kt

o




Al 2 A NTT implementation

on 8-bit AVR microcontroller

Crystals—Kyber®] A< Ald4+= 332901, A~ Fao A =trd2 o A4

= 16-bit AAEF o2

b

#A gttt 8-bit AVR 4ol A &= 8-bit @919 FARE A
dE =2 16-bitghe] FAS A2 Aosof . sy [2¥ 212 FE e
A7 & (Signed) ¥} 3 9= A5 3F (Unsigned) 7]14¥Fe] 16-bit 7Fe] Al o 3k

T8 @msolth. AVR A A= 8-bit w99 FAl b7

(2
ol

A se 2

’

16-bit ©9jo] S 9 & ATl = A TAsEe] ARSI

/****************************************************

* macro : mc_mulsuléexle 32

* description : Signed with Unsigned multiply of two.16bits numbers with 32bits result
* usage: int32_t c3|c2|cl|c@ =(intl6/talla®) * (intl6_t bl|be)

* register usage : 11 registers

*****************************************************/

.macro mc_mulsuléx16_32 a0, al, be, bl, co,
\cl, c2, c3, carry, fixed_r@, fixed ri

1 : mulsu \a1, \b1l

2 : movw \c2, \fixed_r®
3 :mul \ae, \be

4 : movw \c®, \fixed_re
5 : mulsu \al, \be

6 : sbhc \c3, \carry

7 :add \cl, \fixed_r®
g :adc \c2, \fixed_ri
9 :adc \c3, \carry
10 : mul \bl, \ae

11 : sbc  \c3, \carry
12 : add \c1, \fixed_re

13 : adc  \c2, \fixed_ri
14 : adc \c3, \carry
.endm

[71”] 2] 8-bit AVR Aol 2] 16-hit 7IHte] A3 I =
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2.1 Barrett Reduction

Algorithm 13 Signed Barrett Reduction

Input :¢gwith0<g< g,ZTq and a with —g §a<§
Output: r with r = a (mod ¢),0 <r < g¢q

104 L%J > precomputed
2 t < | sesto1g BJ > signed high product and arithmetic right shift
3 t < tqmod 3 > signed low product
a4 returnr+a—1¢

[Algorithm 12] Signed Barrett Reduction!18!

/***********************************************************************************************

* macro : mc_barrett_reduce
description : Barrett reduction; given a 16-bit integer a, computes
centered representative congruent to a mod q in {-(g-1)/2,...,(gq-1)/2}
usage: intlé_t resl|res@ = barrett_reduce (intl6_t al|a®)
register usage : 13 registers
note : Registers which hold value of a@, al, barrete, barretl,

\tmp2, and \tmp3 must be in R16 or higher.
***********************************************************************************************/

* K X K X

.macro mc_barrett_reduce a0, al, tmp@, tmpl, tmp2,/tmp3, carry, barret®, barreti,
\Q0, Q1, fixed_ro, fixed_ril
1 : mc_mulsuléx16_32 \ae, \al, \barnete, \bafretl,| \tmpl, \tmp2, \tmp3,
\carry, \fixed_ r9, \fixed_rl

2 :inc \carry

3 :inc \carry

4 : add \tmp3, \carry

5 : clr \carry

6 : asr \tmp3

7 : muls \tmp3, \barrete
8 : movw \tmpe, \fixed_re
9 : muls \tmp3, \barretil
16 : add \tmpl, \fixed_re
11 : sub \a@e, \tmpe

12 : sbc \a1, \tmpl
.endm

[19 31 8bit AVR g4l A 2] Barrett Reduction 73 FZ=

A x=3 i FANEGEs F2 By & Re Vvt AREEH

rr
ot

(R, = Z[z]/(X"+1), f(x) = 2" +Lorz" +2" '+--+1). T3 dId A7 &

4]

]41/\& %}—ig X]—fj" 32 Falcons Xﬂﬁ’%f)‘]—_ﬂ &l vtk —]Oi 16- blts)} 32-bitE /\]'%?:5_

t}. Crystals-Kyber 4% &5 ¢ flx)=2"+1 AFE3T. g7 29 AS5AH
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Ol

29l A%(ex : SABER) HZE dAxtoz 7gs FEE 4 o}, g7 EF
A g CAoolr % HAato] Eofrfof stE R AjbaFo] Fr1Ety] Wi Y

AAFE Folt RS BEE Aobof it

254 (Unsigned)& AF&3stH, W A4E Al Unsignede] #ts ™ of A37F &

RN

Lol ARG wMEE Fbste] HalFolop Wk HE e A

-

ol
ol
o
>
ofo
ol
rg
%
oft
rO
>
o
ox
15
i)
4»
facs
2
—r
fols
=
rr
N
ol
o
=2
2
Y
+
N
rr
(e}

Unsigned representative of «8t1l 3t} BsAdeE  FHAAN= o=

Canonical Signed representative of ag} SO}

a®l Avigkel A& A o> 1@ <EHA A A AL ¢F MHshE

7o)t} |a|<7°d 7%~ Canonical Signed representative® % Al A4ko] 7}%3}

4o lal>3q B3e g2 A@EsHE Hge dw FadokReh web,

Crystals—-Kyberdl A = Barrett(¥}2l) Reductions A}-& 3t}

a

vl 22 g mod T g :a—q-[a oA A Al [ =[S Wi AAES= Aol v &

S o|m g o] TAMEE ol &ste] amod gol 7Y AL #e AlAtdi.

4
q

“las WX
q q

/R Z LA} SR 2 A amod® ¢ =a—gq [Z] =a—qla [f]/R],
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Bl are: s Aol dssta o £|/mie s awez Ave 4 9 ww
q q
Hom g Ashe g +ogeliE wgs) TAH AAEslels A4S

vhE = JoHBl [Algorithm 12]+= 35 & v}

X

ks ®olFa, [19] 3] AVR

Z:}-}\

-~

SBNA TS HAFEHERE

)

=]
i= i

f

wol] lwbd o g/l A He

-

Ak, wAlol e g aE] RS ARg-gktt
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2.2 Montgomery Reduction

Algorithm 12 Signed Montgomery reduction

Input: ¢ modulus, R=2">gq
Input: ¢~! mod* R

Input: a€Z,a<qR

Output: t=aR™ (mod q), [t| < q
t < a(-¢') mod *R

t< (tq)/R

t < |a/R]|-t

return ¢

[Algorithm 13] Signed Montgomery Reduction!6!

/***********************************************************************************************
* macro : mc_montgomery_reduce

* description : Montgomery reduction; given a 32-bit integer a,

* computes 16-bit integer congruent to a * R*-1 mod q, where R=2"16

* usage: intl6_t resl|res@® = motgomery (int32_t a3|a2|al|a@)

* register usage : 17 registers

*

note : Registers which hold value of res@, resl, Qoasm@, and Q_asml must be in R16 or higher.
***********************************************************************************************/

.macro mc_montgomery_reduce a®, al, /a2, a3, resP; resl, t_Qinve, t_Qinvi, t_Qinv2,
\t_Qinv3, carry, Qinv_asm@, Qinv_asmil, Q_asm@,; Q asml, fixed_re, fixed_ri

: mul  \Qinv_asm®, \a®

: movw \reso, \fixed_ro

:mul  \al, \Qinv_asm@

: add \resi, \fixed_re

: mul  \res®, \Qinv_asml

: add \resl, \fixed_re

U h W N R

7 : mc_mulsuléx16_32 \res®, \resl, \Q_asme, \Q_asml, \t_Qinve, \t_Qinvi, \t_Qinv2,
\t_Qinv3, \carry, \fixed_re, \fixed_ri

8 :sub \a@, \t_Qinve

9 :sbc \al, \t_Qinvl

18 : sbc  \a2, \t_Qinv2

11 : sbc  \a3, \t_Qinv3

12 : movw \rese®, \a2

.endm

[Z2% 4] 8-bit AVR 2742 Montgomery Reduction 7+& FZ=

vl A frALSEAl g Al e gake] 71 i S mod ¢ #HAtel F ek viAls
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2.3 Butterflies

32-bit 7]¥F o}7lEl el e, 8-bit AVR A2 W& #HA LY A7|7}
8-bit o] == wiel zHake] 23 F4eek Kybere] B oo 2709 A =B o] A%

= okdtt}t (barret0, barretl, Q0, Q1, Qinv0, Qinv1). Z} Ar<

rr

T8 wEHe 9

r (

ol WA =Bl @ fAHokE A mese] [19 513 2ol AA~H

CTe GS ¢ug5e drdos 34 55 9§ 2w B s 9 v
B3 7|dto 2 Fdgktl 32-bit 7N Z2A A A FHLS NTTS layers:
mergingst 22 A ThaA A4 wRe H vES AhcteE wIdFeR A7t

A APELJT, 28y, AVR 49 49 NT

.%
-4
r |
2
e
ko
ot

16-bit thejo] 4

g B iR (3 ghEs AGetr] g, A sE el 47] o] e A
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il
Jo
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o
Ho
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ol
rie
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o
offt
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2l A ovgo] A Ent olye, @y FaE AFsts dA2Ed W

F7F A4k vl &o] wrAlste] AVR Ao A= 171¢] butterfly @ = AAket=
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inside

result of 8-bit offset c0 and a0 c2 loop ctr
multiplication Qinv t_Qinv outside
carry c1 and a1 ‘ c|3 ‘ loop ctr

| | [ |
[ RO| RT ] R2]R3| R4 | R5 | R6 | R7 ] R8 | RY [R10 [ R11]R12 [ R13 [ R14 | R15 |

[ R16 | R17 | R18 [ R19 | R20 [ R21 | R22 | R23 | R24 | R25 | R26 | R27 | R28 | R29 | R30 | R31 |
I I | I I | | ] | I | | | I
& (zetas) b0 b1 result_mont Q polynomial a £ address 0-degree 128-degree
address of a adress of a adress

[29 5] NTT & #18 AVR $H4olA 9 e A~ 2AEH

KRR KRR S R o o e o R oo R e Sk SR oK SRR SK R SRR R R KRR sk SR sk ok Sk ok sk R Sk SR s st R R ROR SRR R R KR SRR KR R kR Sk R oK R ok R

* macro : mc_butterfly

* description : Cooly-Tukey butterfly

* usage: (intl6_t a@|al), (intl6_t be|bl) = (intlé_t a@|al + (b8|bl * zetase|zetasl)),

* (intl6_t a@|al - (b@|bl * zetas@|zetasl))

* register usage : 23 registers
**********************************************************************************************/

.macro mc_butterfly a®,al,be,bl,zetase,zetasl,co,cl,c2,c3,carry,fixed_ro,fixed_ri
res_mont@,res_montl,tmp®,tmp2,tmp3,Qinve,Qinvl,Qe,Q1

1dd \be, 7+e
1dd \bl, z+1

3 mc_mulsl6éx16_32 \b@,\bl,\zetase;\zetasl,\co,\c1,\c2,\c3,\fixed_re,\fixed_ri

a4 mc_Montgomery_reduce \c®,\c1,\c2;,\c3,\res_mont®,\res_montl, \tmpe, \tmpl,\tmp2,
\tmp3, \carry, \Qiny@,\Qiny1,\Q0,\Q1, \fixed_re,\fixed_ri

5 ldd \a@, Y+0

6 ldd \a1, Y+1

7 movw \b@, \a@

8 add \a@, \res_mont®

9 adc \al, \res_montl

10 : sub \b@, \res_monte
11 : sbc \bl, \res_montl
12 : st Y+, \a@

13: st Y+, \al

14 : st Z+, \be

15 : st Z+, \bl

.endm

[29] 6] 8-bit AVR 37 elA CT7IRF NTT W3 1=
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Al 3 A Stack-friendly Kyber Implementation

3.1 Streaming coefficient strategy

A3 A2 PQM4ol A ¢ Crystals-Kyberd +38& A4 @92 F4d 49

e 2 AAEI AsteS ASFAUDL B =RoMm Fgd ety A4 =

=

constant-time T&@o] olUrgE Hoke| HEA|H X k=),

Streaming ‘||; Streaming Streaming

Aij,iandjE[O,k)DD ... 1 B
(convolusion) X X X
0008 --- 08

pre-operated NTT

256 degree
polynomial

§ = NTT(s), ,i € [0,k)

[719 7] Streaming public matrix A2l & Hkol
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Al 4 A Speed-friednly Kyber Implementation

4.1 Asymmetric Multiplication

AANAQ Astes AT w Crystals-Kybere] HEwWE o v]dwle =

1A drE o] A& H . Kybers Incomplete NTTS A €32 E NTT %=

=

el 91 459 w2 278 Alg 71219 school-book 71Wke] Al =3 3ot

ol

Crystals-Kyberol A t}&2 F4S 93] Incomplete NTT ®#3+S =334

o

127
of wate ¥p1=[(2-¢t) 3 2ok Agel Ays (< [0.k) A A

i=0

5o Raek el FAd B Buslelgale F3E AFdoE e Yol

e w4 A AR ANS AT 5 Jophrh th kx 16x128/8 bytese] F7F
2E S ARl obet= o] St

d5 5ol x-¢ Aol e v A A X =oAL, g taux St by +029
A A= (0 tah ) @by tap)x ol B BE A WY WE = whEA

o Agsnz wu Wyl feuE e AEH 2 A5d v

il

e A

i

S gleh,

4.2 Better Accumulation

AS+€*OE_‘ 7:"}1\} 75}7,]- EE?J— R332994 %-}1\—0401:6‘]—7] 'lﬂ%oﬂ AS od}I\‘ }\] Zl]- ]:]‘601_%_]!
o A% BAe ANUs FAS A% Tude 2AL 6 16-bitz 2

FA & A re] wpEl AbE FR T Asteol A FA wiAESE 32-bit T

_51_



A& Abgstal whA e B gAldl ARt g avel ks stz Al
HoEAAl Fade] FAARS ARR e A ol e s 7hEst & 5 vk Kyber?
g 12-bite] 7] ol A Al FHd] 24-bite]ar £H FAH Al FHU 29-bit o]B =
32-bit AA=ZFol| s e EE7F WA stA Ferpisl & w2 vk s ARge
7] sl A = 32x256/8 bytes® F7F 289E& A& okdttt.  Asymmetric

multiplication® &2 Hetg @ A#gleo] 32-bhit A5 AV E zt+= v

oot

e Aga

4.3 Pre—-hashed public key

ol AR HEES

—l

ol A

i

5% 49E A9sy, dngor Advn /g

.

Aste A5 e =5v. B3, KEMO HA ol Ao A&& 715 AAdst=
Aolm 2 KEM® 27/ 2 Ji1718 #82> Al 719 FH et Atk wabA,
KEM] ¢33 #Ao| &A= /7S sA et A2k (sha3_256)0] ofd A}
A Akl 7hsdtth HolE 9 Z7]E 32 bytes oW, 71E AAAINA FE o

A Agkol = 2 Flash memoryol = A %715 3}t

4.4 keccack implementation with XKCP library

keccak TAE A3 Zlol MgAsHT B w=RAa: WEHS 99

keccak 7|¥Elo] A&+ XKCP9 keccak AVR 78 &2 A}-&3lt}.
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Al 5 4d Evaluation

5.1 Setup 8-bit AVR board

Crystals-Kyber®] #70/78¢1 7] 2 <5 F 9o A7]|E Hety o we ttEr
2 o] aestel AVR HEES AHEIE I

Crystlas-Kybere] ®Htd ¥l 2 7]7], 7117, 5o A7|E HoFT}.

y H

[ 5] Crystlas-Kyber ®.otel|®ld w7/ =7)

H kg /g2 v g pk(B) sk(B) ct(B)
kyber512 800 1632 768
kyber768 1184 2400 1088

kyber1024 1568 3168 1568

b oHE Ao dEs SAS Fdsr] fa 16,384
bytes ¢ SRAM Z7]|E zZt+= ATmegal284ps A9 3lal, Microchip StudioZ
T3l AEHIAE T gec FAHALE 03 E OsE A Estgen vu +&
5 PQM49 T3-S ARMo| 35+ assmbly =52 dydxs z=2 23

L - = =

AT, PQM4 Z=9F g e s m= e 032 HAHds gt £A3A49 ©

—

F& wolopst: AER

i)

= FE

i,
0
i}
o
N
o
rob
v}
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5.2 Result of Implementation

B NTT Implementation

[ 6] 8-bit AVR &7l A NTT/FFT & Zz} #lu
(K = 1,000 clock cycle)

clock cycles
NTT/FFT software
128-bit 256-bit
. 67K 67K
This work 119K 119K
126K 126K
[19]
Refernce 365K 365K
Boorghany et al.[20] 1,216K -
Boorghany et al.[21] 754K 2,207K
Péppelemann et al.[22] 334K 855K
Liu et al.[23] 193K 441K
Liu et al.l24] 194K 516K
Seo et al.l2d] 158K 403K
Seo et al.l2®! 144K 344K
[ 6]& 8-bit AVR 34l NTT #d-4A3%&E s & Ad79 F+d2
dy A FH HE 89%(NTT), 206%(InvNTT) Aesdds EAsS

719 AVR 374 A Ring-LWES A= vHlwdg S o, Module-LWE

Tz
71%ke] Crystals-Kybert= H.oF gldo] we} U3 FYF78 BoFa g +

H
rlo

%

ofr
ftlo

B,

AN

CEERNETER
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B NTT Implementation
2 =wodA Algdts e stack A speed M FHA R uHn 7

el A48 HAs Aok (% 7]9F 2

software methodology

¢ Streaming 4 and e
+ Asymmetric multiplication
¢ Better accumulation
Speed ¢ Pre-hased public key
¢ Using XKCP library
+ Signed barrett/montgomery reduction
+ hand-written assembly NTT/InvNTT

¢ Streaming 4 and e

+ Signed barrett/montgomery reduction
Using XKCP-library

* hand-written assembly. NTT/InvNTT

Stack

[ 8] 8-bit AVR #7 | A Crystals=Kyberd] +3 Az} v
(cc : clock cycles, K : 1,000 cc)

Kyber-512 Kyber-768 Kyber-1024
software variant  avr-gcc
cc stack[B] cc stack[B] cc stack[B]

5,775K 3,756 9,259K 4,796  14,448K 4,372

speed o3 7,000K 4,890 10,483K 5940 15,920K 6,946

. 7,567K 4,866 11,277K 5914 16,982K 6,930

This work

6,059K 2,220 10,100K 2,736  16,081K 3,256

stack Os 8,354K 2,308 12,911K 2,808 19,684K 3,328

8117K 2,324  12,550K 2,824  19,233K 3,352

9,541K 2,220 15,554K 2,736 24,433K 3,256
12,879K 2,308 19,500K 2,808  29,347K 3,328
12484K 2,324 18,796K 2,824  28377K 3,352

pQm4ld]  stack 03

9,588K 6,020 15,581K 10,052  12,500K 15,180
12,890K 8,668 19,530K 13,212  18,849K 18,844
12500K 9444 29423K 14308 28417K 20420

Referencel19] - 03

OmAROmAROmMm R T mAR
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[ 8]& B =Fo A A¢tst= Crystals-Kyberd AA ~719 3 An=
HolFErh, stack WHAY AS HIHE FHo Hls]  Kyberbl2e] 5

KeyGen/Encapsulation/Decapsulation I} ol A 57/54/52 %2 A4S &

o,

a1, Kyber7682] 749 54/51/49% <9 A5 4E& D4 ATt Kyberl0240 A4 =

54/50/48%°] 73

olf

e g4

speed W] 49 #A¥Hdx FdEo HE Kyberbl29] 7 9
KeyGen/Encapsulation/Decapsulation ¥ ol 5 66/68/69% 2] A & dkAS &Al 3

i, Kyber768¢] 749 84/86/84%° As@dds G AT Kyberl0240l A +=

65/67/67%° e Fde 243

Al 6 A Conclusion

BooERoAE

L T

5]

=3 Y FANWLEE T PKE/KEM <aug+<l
Crystals—-Kyberel] t3dt 8-bit AVR 374 A e HAst WtHE3 A HAA +3
S Actgth. 71Eol Mt = S AtHE Hx ow MRy AEF B
2E GFA7IHS HE39th £33 8-bit AVR 409 NTT 738 WHES
A QFste]l Crystlas-Kyberd AsS 7153 3tk Ats Fd7IHS T3l
NTT % InvNTTolA #ls s & ns] 89%, 206%° s dF e Edst

Aom, Crystlas-Kybere] WA 27lof dia] dxdx FART Hd 86%<] A
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Abstract

Efficient Implementation of
Post-Quantum Cryptography Crystals—Kyber

on 3-bit AVR microcontroller

Department of Financial Information Security, Kookmin University

YoungBeom Kim

Post-Quantum Cryptography generally requires lower performance and higher
memory compared to elliptic curve-based cryptographic schemes. Therefore,
optimization research has been actively conducted in a 32-bit and 64-bit
ARM-based devices, starting with/ PQM4, The 8-bit AVR environment has the
most constrained performance and\ memory/ among embedded devices, and
research on the implementation of PQC rhaschot”been conducted yet. In order to
achieve quantum security in all devices in the future, it is necessary to install
PQC even in the 8-bit AVR environment. Therefore, in this paper, we present
the first optimization implementation of Crystals-Kyber and contribute to the

performance evaluation of NIST PQC project.

- Keywords
Post-Quantum Cryptography, Crystals—Kyber, 8-bit AVR, Efficient
Implementation
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